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An overview of Trellix Intrusion Prevention System

Trellix Intrusion Prevention System combines Trellix Intrusion Prevention System Sensor and Trellix Intrusion Prevention System
Manager for the accurate detection and prevention of attacks using signature detection, zero-day attacks using anomaly detec-
tion, denial of service (DoS) attacks, and distributed denial of service (DDoS) attacks.

Sensors can be deployed in a variety of topologies such as SPAN or Hub, Tap, In-line fail-closed, and In-line fail-open. Addi-
tionally, Sensors support features like interface groups or port clustering where multiple ports on a single Sensor can be
grouped together for effective traffic monitoring, particularly useful for asymmetrically routed networks. Trellix IPS also provides
high-availability; if one Sensor fails, the standby Sensor automatically takes over and continues to monitor the traffic with no loss
of session state or degradation of protection level.

The following are the currently available NS-series Sensor models for IPS/IDS: NS9500(1.10), NS9500(1.00), NS9300(P & S),
NS9200, NS9100, NS7600, NS7500, NS7350, NS7250, NS7150, NS5200, NS5100, NS3600, NS3200, and NS3100.

Overview

The information in this document supplements that released in the Trellix Intrusion Prevention System 11.1 user documentation.
This document covers new features and enhancements that are supported in the following versions of Trellix IPS software:
+ Manager software version: 11.1.19.x

+ Signature set: 11.X.X.X

+ NS-series Sensor software version: 11.1.17.x
The Manager in this release can be run using two modes:

+ Non-FIPS mode: All Manager features up to 11.1 are supported in the non-FIPS mode.
+ FIPS mode: All features supported in this mode are FIPS compliant:

+ The Manager and Sensor versions support features that are mandatory requirements for FIPS and Common Criteria
certification.

+ The new features are certified for FIPS and Common Criteria for Manager Appliance Linux and NS-series Sensors.

IZ’ NOTE

Do not use the Manager to set the inactivity option under Account Lockout via GUI. This way of managing account lockouts has not
been evaluated for use in the Common Criteria configuration.

Sensor features in FIPS compliant images

The algorithms implemented in the Sensor image are FIPS 140-3 compliant. Make note of the following features when FIPS
compliant images are enabled in the Sensor:

|Z‘ NOTE

For a list of Sensor features that do not specifically relate to FIPS mode, refer to [Trellix Intrusion Prevention System 11.1.x Product
Guide].
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+ The Sensor version supports features that are mandatory requirement for Common Criteria certification.

+ This FIPS Sensor image permits loading only SHA-256 signed images. You must netboot the Sensor to load a non-FIPS
image signed with a weaker algorithm.

« All critical security parameters (CSPs)/Sensitive security parameters (SSPs) are zeroized, in compliance with FIPS 140-3.
+ The following channels operate with algorithms approved by FIPS 140-3:

+ Install channel (8501)

+ Alert channel (8502)

+ Packet Log channel (8503)

+ Authentication channel (8502)

+ Malware file upload channel (8510)

IZ‘ NOTE

The SNMPv3 channel between the Manager and Sensor uses AES128 encryption, SHA authentication, and is RFC3414 and
RFC3826 compliant. All CSP/SSP information on this channel is additionally encrypted by the Manager using the Sensor
2048-bit RSA public key and can be decrypted only by the Sensor private key.

« Common Criteria compliance requires the use of specific secure protocols. Hence, SNMPv3 is further encapsulated within
TLS (TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384). The Sensor will use port 18500 as a TLS server for this service.

|Z‘ NOTE

If the trust between the Manager and Sensor is established using a self-signed certificate, the Sensor will use port 8500 to
service SNMPv3 as a TCP/UDP server. If the trust between the Manager and Sensor is established using a CA-signed certificate,
the Sensor will use port 18500 to service SNMPv3 as a TLS server.

+ The Sensor supports read-only access to third party SNMPv3 clients. Third party SNMPv3 clients can only be configured at
the Manager. The Sensor retains the use of port 8500 for SNMPv3 service to these clients.

« The Sensor install, alert, packet log, authentication, and malware file upload channels use
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384.

TACACS+ authentication configuration is disabled at the Sensor level.
+ Stronger authentication for user login is enforced.

+ The Manager version that supports FIPS can manage Sensors that are not FIPS compliant. In the Common Criteria (CC)
evaluated configuration, all Sensors must be in FIPS mode.

+ When a Sensor of a fail-over pair is running a FIPS image, it is mandatory for the peer Sensor to also be FIPS compliant.

IZ‘ NOTE

Before you upgrade, convert the Sensors in the fail-over pair to standalone Sensors. If you do not do this, trust will not be
re-established after the upgrade.

+ The channels use RSA certificates based on 2048-bit RSA keys.

+ Use SCP for file transfers. The use of TFTP is not permitted.
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+ Cryptographic support is provided by Trellix modified OpenSSL-FIPS-Object-Module v2.0 and OpenSSL 1.0.2zh-fips.
+ Trellix modified OpenSSH v7.8p1 is configured to support only the following:
SSH Client Configuration:
+ Ciphers: aes256-gcm@openssh.com and aes128-gcm@openssh.com
* MACs: Implicit
+ KexAlgorithms: ecdh-sha2-nistp256
+ HostKeyAlgorithms: ecdsa-sha2-nistp256
SSH Server Configuration:
+ Ciphers: aes256-gcm@openssh.com and aes128-gcm@openssh.com
+ MACs: Implicit
+ KexAlgorithms: ecdh-sha2-nistp256
*+ HostKeyAlgorithms: ecdsa-sha2-nistp256
User authentication:
+ Password, ssh-rsa, rsa-sha2-256, rsa-sha2-512 and ecdsa-sha2-nistp256
+ SSH in 11.1 FIPS Sensor image is restricted to AES128 and AES256 GCM Mode cipher only. The use of AES CBC or CTR mode
is not permitted.

+ This requires that an external SSH client or server must support AES128 and AES256 GCM mode ciphers. Some popular
clients (like PUTTY) may not support them currently. In such scenarios, you must migrate to an alternative SSH client or
server approved by your local administrator.

+ The external SSH client is used to log into a Sensor running 11.1 FIPS image.

+ The external SSH server is used to host a remote Sensor image, that you can SCP into the Sensor running a 11.1 FIPS image
using the loadimage CLI command.

Key destruction (zeroization) mechanism details and exceptions

There are no exceptions to the Sensor and Manager. For more details, refer to the tables Manager Key zeroisation and Sensor
Key zeroisation under the topic [Cryptographic Key Destruction] within the [Trellix IPS Sensor and Manager Appliances version
11.1 Security Target] document.

Protocol features in the certified evaluated configuration

Usage of NTP is not permitted. The system time may be configured by authorized administrators via the “timedatectl”
command of the Manager CLI.

The TLS functionality of the Trellix IPS components is pre-configured and fixed with the following behaviors:

« Only TLS v1.2 is supported

+ The reference identifier is the IPv4 address or fully qualified domain name of the configured endpoint (matching the type
used to configure the endpoint) and may be found in the SAN or CN fields of the presented certificate.

+ The management GUI interface on the Manager supports the following cipher suite:

+ TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
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+ TLS_ECDHE_RSA WITH_AES_256_GCM_SHA384
+ The management GUI interface on the Manager supports the secp256r1 Elliptic Curve Extension.

+ Between Sensors and the Manager, the cipher suite used to perform mutual authentication are
TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384. The systems must use CA-signed RSA certificates with key size 2048 bits.

+ The syslog server interface on the Manager supports the following cipher suites:
+ TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 as defined in RFC 5289
+ TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384 as defined in RFC 5289
+ The syslog server interface on the Manager supports the secp256r1 and secp384r1 Elliptic Curve Extensions.

+ The TOE uses HMAC-SHA-256 and HMAC-SHA-384 for TLS KDF and TLS message authentication.

IZ‘ NOTE

The Target of Evaluation (TOE) supports session resumption using session ID, which does not require any separate configura-
tion.

Device bootup processing

+ The FIPS Sensor boot-up executes all the FIPS compliant algorithms, as part of the pre-operational self-tests, firmware
integrity tests, and known answer tests (KAT).

+ If a self-test fails, the Sensor enters into error state and reboots continuously. User needs to netboot the Sensor with a valid
firmware to come out of the error state. A user can refer to the console log to view which self-test has failed.

+ Similarly, Manager executes power-up self tests and software integrity tests. Failure of self-tests will cause the module to
transition to an error state. Logical components will shut-down and no data output will be provided during error states.
User needs to install a valid software image to come out of the error state. Users can refer to the console log to view which
self-test has failed. Additionally, users can refer to ems.log for more details.

+ The Random Number Generation (RNG) functionality does not require any manual configuration and is initialized on
startup.

Verification of authenticity of the software images
IPS Sensor and Manager:

The modules perform firmware integrity check using RSA 2048 with SHA2-256. If the integrity check fails, the new image is not
accepted and an error message is thrown to the user. Users are expected to re-attempt with a valid image.
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Upgrade Paths

This section mentions the various upgrade paths available to the latest FIPS and CC Intrusion Prevention System. It takes into
consideration several scenarios to migrate to a FIPS and CC supported version of Trellix IPS 11.1. For a list of upgrade paths not
related to FIPS and CC refer to the [Trellix Intrusion Prevention System 11.1.x Installation Guide].

Upgrade paths for Manager software versions

This section shows you different scenarios of deployment from which you can upgrade/migrate to the latest version of the
Manager.

IZ‘ NOTE

You can log in to the Trellix Download Server using your Grant ID to verify the file hash for the software build.

IZ’ NOTE

When you migrate the Manager to a FIPS image, the installation validates certain files to make sure they have not been tampered
with. For example, if you change tms.bat, you can regenerate the FIPS hash by running initdb.bat update.

|Z‘ NOTE

Windows based Manager is not supported for FIPS and CC.

Linux based Manager:

Table 1. Linux based Manager upgrade paths

Manager version Recommended Manager version

10.1.19.17, 10.1.19.30, 10.1.19.33, 10.1.19.38, 10.1.19.47, 10.1.19.53 11.1.19.x

Upgrade paths for Sensor software versions

This section shows you different scenarios of deployment from which you can upgrade to the latest version of the Sensors.

Table 2. Sensor upgrade paths

Sensor model Current Sensor software Upgrade path to latest FIPS and

CC compliant Sensor software
(FIPS and CC)

NS3100, NS3200, NS3500, NS5100, 10.1.17.15,10.1.17.26, 10.1.17.36, 10.1.17.47, 11.1.17.x
NS5200, NS7100, NS7200, NS7300, 10.1.17.63, 10.1.17.75
NS9100, NS9200, NS9300,
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Upgrade Paths

Sensor model Current Sensor software Upgrade path to latest FIPS and

CC compliant Sensor software
(FIPS and CC)

NS7150, NS7250, NS7350, N9500 10.1.17.15,10.1.17.26, 10.1.17.36, 10.1.17.50, 11.1.17.x
10.1.17.63,10.1.17.75

NS7500 10.1.17.15,10.1.17.36, 10.1.17.47, 10.1.17.63, 11.1.17.X
10.1.17.75

The following applies for FIPS software running on NS-series Sensors:

+ The user must synchronize a symmetric key, specified from the CLI using the set fips sharedkey command, on both the

Primary and Secondary Sensors of an NS9300. The Sensor bootloaders are automatically upgraded to allow verification of
subsequent image downloads signed with SHA256.

9 Trellix Intrusion Prevention System 11.1 FIPS and CC Certification Guide
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Configuration of Trellix IPS for Certification

IZ‘ NOTE

This section is not applicable for Common Criteria evaluated configuration.

This section provides guidelines to set up the product in a manner that meets certification configuration requirements. The
guidelines and requirements listed below are in addition to the instructions written in the generic documentation of Trellix IPS.
For a complete list of documentation, refer to the appendix.

Note the following:

+ If afeature or service is listed below, you must configure the mentioned item as described in this section.

+ If a feature or service is not listed below, configure it as written in the reference documentation.

Install the Manager

Follow the directions in the [Manager Appliance (Linux) Installation] section within [Trellix Intrusion Prevention System Manager
Appliance Product Guide]. When installing the virtual Manager, follow the directions in the [Trellix Intrusion Prevention System
Installation Guide].

|Z‘ NOTE

Trellix recommends you to change the Manager shell password immediately. The new password must be compliant with the site's
password requirements.

|Z‘ NOTE

For Manager shell, the default user name is admin and password is MLOSnsmApp.

Install an IPS Sensor with a FIPS mode software image

When installing a Sensor with a FIPS mode image, perform the initial Sensor setup using the serial console interface but do not
enter the shared secret key to avoid a FIPS mode violation. Connect and log onto the Sensor using an SSH client, such as Tera
Term, and enter the shared secret key. Wait for the Sensor initialization to complete and the trust to be established with the
Manager.

/\ CAUTION

Using the serial console interface for configuring shared secret key will cause a FIPS mode violation.
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Sensor CLI for Certification

SSH public key based authentication for Sensor

You can use SSH public key authentication or password based authentication to login to the Sensor/remote machine using SSH.
Use of public key authentication allows administrators and users to access the Sensor or the remote machine without the use of
password based authentication.

Sensor as the SSH server

You can access the Sensor remotely using SSH from a remote machine. The SSH public key from the remote machine has to be
configured in the Sensor. Since the Sensor does not permit any key to be exported by the remote client, you must import the key
explicitly for every user.

The steps to access Sensor through SSH from a remote machine is as follows:

1. Generate the key pair (SSH public and private keys) for a user accessing the Sensor through a remote machine.

2. Add the user to the Sensor using adduser CLI command.

w

Set SCP server IP address from where the SSH public key is to be imported to the Sensor to login.

P

Import your SSH public key to the Sensor using the importsshpublickey CLI command.
Sensor updates the SSH local repository with the SSH public key.

6. When you login to the Sensor using the SSH key, the Sensor authenticates the user with the SSH public key stored in the
local repository.

IZ’ NOTE

The sensor accepts both RSA and ECDSA public keys for user authentication. DSA is not supported.

Sensor as the SSH client

You can SCP files to a remote machine serving as a SCP server from the Sensor. This requires the Sensor SSH public key to be
configured on the remote SCP server for the user. The Sensor exports this key to the remote SCP server if permitted to do so.

The steps to configure Sensor's ssh public key on remote machine are as follows:

1. The Sensor generates a public-private key (ECDSA) pair using the SSH utility "ssh-keygen".

2. The Sensor retains the private-key and exports the SSH public key to the remote machine using exportsshpublickey
CLI command.

|Z‘ NOTE

The exportsshpublickey CLI command exports the Sensor's SSH public key to the configured SCP server.
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IZ‘ NOTE

The exportsshpublickey CLI command exports the Sensor's SSH public key to the remote machine only by password
based authentication.

There are two outcomes while executing exportsshpublickey CLI command:
+ When the public key of the Sensor is directly configured on the remote machine:
intruShel 1@ips-ns9500#> exportsshpublickey <path>
Please enter the SCP User Name : emb-demo
Please enter the SCP User Password :
Public Key configured on the remote machine
In this scenario, the Sensor successfully configures the SSH public key on the remote machine.
+ When the public key is not configured but just copied on the remote machine:
intruShel 1@ips-ns9500#> exportsshpublickey <path>
Please enter the SCP User Name : emb-demo
Please enter the SCP User Password :

Transfer Successful through scp, User need to configure the public key manually on the
remote machine.

In this scenario, the Sensor fails to configure the SSH public key on the remote machine, but a copy of it is saved in
the file path provided (<path>) in the remote machine. You need to manually configure the SSH public key on the
remote machine's authorized_keys file.

IZ’ NOTE

If the SSH public key authentication fails, the Sensor will use password based authentication method.

@ WARNING

The SSH public key authentication could fail due to incorrect permission of authorized keys; change the mode of authorized_keys
file to 600 and try again.

Sensor CLI commands related to Certification

The following CLI commands support the mandated requirements for FIPS and Common Criteria and can be used on a FIPS and
Common Criteria compliant Sensor. However, for a list of commands that can be used in other modes of operation and their
availability for different roles, refer to the [Trellix Intrusion Prevention System 11.1.x Product Guide].

auditlogupload

This command uploads the audit log file to the configured SCP server.

Syntax:
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auditlogupload scp WORD
where WORD stands for the name of the audit file on the server as per the CLI command.
Note the following:

+ For NS-series Sensors, when loading the audit log file to the SCP server, the first attempt will be based on SSH public key
authentication. If that fails, the Sensor will use password based authentication.

IZ‘ NOTE

For NS-series Sensors, even if the public key authentication is not configured on the Sensor, the first login attempt will be
using the public key. If the SSH public key is not present, a warning message will be displayed and the Sensor will then use
password based authentication.

+ When loading an audit log file on the SCP server, you are prompted for the SCP server credentials. The command succeeds
only on providing the correct SCP server credentials.

IZ‘ NOTE

If the Sensor's SSH public key authentication is successful, you will not be prompted for the SCP server credentials.

+ When loading an audit log file on the SCP server, the pathname of the file should be absolute.
auditlog remove

It removes auditlog file on the Sensor.
Syntax

auditlog remove

deinstall

This command clears the Manager-Sensor trust data (the certificates and the shared key value). Every time you delete a Sensor
from the Manager, you must issue this command on the Sensor to clear the established trust relationship before reconfiguring
the Sensor.

This command has no parameters.

Syntax:

deinstall

On executing the command, the following messages are displayed if the Sensor has CA-signed certificate:
Do you want to retain the current CA signed certificate chain ?

Enter Y/y(for yes) or N/n(for no): Y
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IZ‘ NOTE

If you enter Y, the CA-signed certificate chain for the Sensor is retained. If you enter N, both the current Sensor CA-signed certificate
and self-signed certificate will be removed along with the trust.

Pressing Y displays the following message:
deinstall the sensor and remove the trust with the manager ?

Please enter Y to confirm: Y

|Z‘ NOTE

If you enter Y, the Manager-Sensor trust is removed. If you enter N, the Manager-Sensor trust remains intact and you exit the
deinstall prompt.

deinstall in progress ...
this will take a couple of seconds, please check status on CLI
On executing the command, the following messages are displayed if the Sensor has self-signed certificate:

deinstall the sensor and remove the trust with the manager ?

Please enter Y to confirm: Y

IZ‘ NOTE

If you enter Y, the Manager-Sensor trust is removed. If you enter N, the Manager-Sensor trust remains intact and you exit the
deinstall prompt.

Entering Y displays the following message:

deinstall in progress ...

this will take a couple of seconds, please check status on CLI

loadconfiguration

This command loads the Sensor configuration from the configured SCP server. The SCP server IP is specified in the Sensor. When
the Sensor is added to the Manager, the configuration type should be specified as offline.

Syntax:
loadconfiguration scp WORD
where WORD stands for the name of the configuration file on the SCP server.

Note the following:
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+ For NS-series Sensors, when loading Sensor configuration from the SCP server, the first attempt will be based on SSH public
key authentication. If that fails, the Sensor uses password authentication.

+ When loading Sensor configuration from the SCP server, you are prompted for the SCP server credentials (username and
password). The command succeeds only on providing the correct SCP server credentials.

IZ‘ NOTE

If SSH public key authentication is successful, you will not be prompted for the SCP server credentials.

+ When loading Sensor configuration from the SCP server, the pathname of the file should be absolute.
loadimage

Upon execution, this command loads a Sensor image file from the configured SCP server.
Syntax:

loadimage scp WORD

where WORD stands for the name of the image file on the SCP server.

Note the following:

+ For NS-series Sensors, when loading a Sensor image file from the SCP server, the first attempt will be based on SSH public
key authentication. If that fails, the Sensor uses password authentication.

« When loading a Sensor image file from the SCP server, you are prompted for the SCP server credentials (username and
password). The command succeeds only on providing the correct SCP server credentials.

IZ‘ NOTE

If SSH public key authentication is successful, you will not be prompted for the SCP server credentials.

+ When loading a Sensor image file from the SCP server, the pathname of the file should be absolute.
resetconfig

This command resets all configuration values to their default values. It deletes or resets values as described below. This
command causes an automatic reboot of the Sensor.

Deleted Values Values Reset to Defaults
+ Manager IP addresses (and secondary interface's IP address, if configured). + Monitoring and Response port set-
This can be IPv4 or IPv6 address. tings
+ Certificates establishing trust between Sensor and Manager + Management port settings
+ Shared secret key + Manager Install port value
+ Signatures + Manager Alert port value
« TFTP server IP address (IPv4 or IPv6 address) + Manager Log port value

15 Trellix Intrusion Prevention System 11.1 FIPS and CC Certification Guide



Sensor CLI for Certification

+ SCP server IP address (IPv4 or IPv6 address)

+ DosS profile files (learned DoS behavior)

+ SSL Keys

+ Exception Object

+ ACL

+ Advanced Setting

+ SSH Host Public/Private Key (Client/Server)

* SSH Session Key

* Administrator Passwords

+ Sensor User Passwords (Users created by admin using “adduser” CLI)

+ 3rd Party SNMP Client Privacy and Authentication Keys

+ Manager SNMP Client Privacy and Authentication Keys

On executing the command, the following messages are displayed:

Reset other configurations and reboot? Please enter Y to confirm: Y

IZ‘ NOTE

If you enter Y, the Manager-Sensor trust is removed. If you enter N, the Manager-Sensor trust remains intact and you come out of
the deinstall prompt.

Pressing Y displays the following message:

resetting the configuration and rebooting the sensor

On executing the command, the following messages are displayed if the CA signed certificate is present:
CA cert detected, will be deleted on resetconfig

reset the configuration and reboot the sensor? Please enter Y to confirm: Y
Entering Y displays the following message:

resetting the configuration and rebooting the sensor

Syntax:

resetconfig

sshlogupload

Use this command to upload the SSH log file to the SCP Server.
Ensure the following before using this command:

+ The SCP server IP address must be set using the command set scpserver ip <server_ip>.
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The file uploaded on the SCP server is the TAR file containing one or more zipped files:

+ Untar the file using the command tar —xvf <filename> to get the individual zipped files.
+ Each file must be unzipped using the command gunzip <zipped_Tfile>to view the file.

+ For NS-series Sensors, when loading the SSH log file to the SCP server, the first attempt will be based on SSH public key
authentication. If that fails, the Sensor will fall back to the password authentication. If SSH public key authentication is
successful, you will not be prompted for the SCP server credentials.

Syntax
sshlogupload scp word

A sample SSH log message is displayed below:

Sep 16 09:09: 52 | ocal host kernel: SSHD DROP: | N=et hO OUT=
MAC=00: 06: 92: 25: 9d: 80: 00: Ob: bf : al: b7: fc: 08: 00 SRC=172. 16. 232. 47
DST=172. 16. 199. 89 LEN=48 TOS=0x00 PREC=0x00 TTL=127 | D=4286 DF
PROTO=TCP SPT=2821 DPT=22 W NDOW-65535 RES=0x00 SYN URGP=0

IZ‘ NOTE

SSH log only contains entries for SSH accept or SSH drop from a particular client IP address.

Log Message Fields Description
SSHD_DROP The Log prefix. It can be SSHD_DROP or SSHD_ACCEPT.
IN=ethO Interface the packet was received from; empty value for locally gener-

ated packets

ouT= Interface the packet was sent to; empty value for locally received pack-
ets

MAC=00:06:92:25:9d:80:00:0b:bf:a1:b7:fc:08:00 The MAC field consisting of 14 entities, separated by colons, and this
can read as:

+ Dest MAC= 00:06:92:25:9d:80 - The destination MAC address
+ Src MAC=00:0b:bf:a1:b7:fc - The source MAC address

+ Type=08:00 - Ethernet frame carrying an IPv4 datagram

SRC=172.16.232.47 Source IP address

DST=172.16.199.89 Destination IP address

LEN=48 The total length of IP packet in bytes
TOS=0x00 The Type Of Service, “Type” field
PREC=0x00 The Type Of Service, “Precedence” field
TTL=127 The remaining Time To Live is 127 hops.
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Log Message Fields Description

ID=4286 The unique ID for this IP datagram, shared by all fragments if frag-
mented

DF
Do not Fragment flag

PROTO=TCP The protocol name

SPT=2821 The source port

DPT=22 The destination port

WINDOW=65535 The number of bits specified on the “Window Scale” TCP option

RES=0x00 The reserved bits

SYN The synchronize flag which is only exchanged at TCP connection es-
tablishment

URGP=0

The urgent flag

set auditlog
This command helps in configuring the Sensor to begin or stop archival of audit logs.
Syntax:

set auditlog <enable | disable>

where <enable> allows the audit log feature to record system events and <disable> stops the audit log feature from recording

system events
Default Value:
enable
Example:

set auditlog enable

set fips sharedkey

This command is used to authenticate the Primary and the Secondary Sensors in FIPS mode. The Primary and the Secondary
Sensors exchange the shared key (user configured keys) for authentication. Any difference in key specifications will result in
authentication failure.

The shared key can be created only in FIPS mode.

Syntax:

set fips sharedkey

The shared key must be entered once from the Primary Sensor and once from the Secondary Sensor.

Applicable to:
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NS9300 Sensors
set password age

This command allows you to set a limit on password validity period.
Syntax
set password age <days>

Where days can be between 10-99 days.
set password length

This command allows you to set the length of the password.
Syntax

set password length <number of characters>

Where number of characters can be between 15-255.

set sensor sharedsecretkey
Use this command to set the shared secret key value that the Manager and Sensor use to establish trust.

Type the command as shown in the syntax below. The Sensor prompts you for a secret key value. The value you enter is not
shown. You will be prompted to type the value a second time to verify that the two entries match.

[Z‘ NOTE
The sharedsecretkey value you enter in the CLI to identify the Sensor must match the shared secret key entered in the Manager

GULI. If the shared secret keys between the Manager GUI and Sensor CLI do not match, the Manager and Sensor cannot communi-
cate. If you want to change the shared secret key, you must change the value in the CLI as well as the Manager GUI.

Syntax:
set sensor sharedsecretkey

At the Sensor's prompt for a secret key value, enter a case-sensitive character string between 8 and 25 characters of any ASCII
text. The shared secret key value is case-sensitive (for example, IPSkey123.)

Sample Output:
On executing the command, the following messages are displayed:
+ When the Sensor is installed -

sensor is already installed, please do a deinstall before changing this parameter

* When Sensor is deinstalled -
+ intruShell@john> set sensor shared secretkey

Please enter shared secret key:
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Please Re-enter shared secret key:

This will take a couple of seconds, please check status on CLI

IZ’ NOTE

If the Sensor and Manager already have a CA-signed certificate chain, the Sensor will try to establish trust with the Manager using
the CA-signed certificate chain. If the CA-signed certificate does not exist in the Manager, the Sensor uses the self-signed certificate
chain.

set sshlog
Use this command to enable or disable SSH logging (archiving SSH activity into log files).
Syntax

set sshlog <enable/disable>

It is disabled by default.

show

Upon execution, this command displays all the current configuration settings on the Sensor, such as the model, installed
software version, IP address, and Manager details.

This command has no parameters.
Syntax:

show
Information displayed by the show command includes the following:
[Sensor Info]

+ System Name

+ Date

+ System Uptime

+ System Type

+ System serial number (displays the primary, secondary and master/system serial numbers separately in case of NS9300)
+ Software Version

+ Hardware Version

* MGMT Ethernet Port

* MGMT port Link Status

[Sensor Network Config]

+ |P Address

* Netmask
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+ Default Gateway

* SSH Remote Logins
[Manager Config]
Self Signed cert support

* Install TCP Port
+ Alert TCP Port
+ Logging TCP Port

CA Signed cert support

+ Install TCP Port

+ Alert TCP Port

* Logging TCP Port
+ FIPS Mode

+ Admin SSH/Console Access
Sample Output:
For Sensor, the output is as shown:
intruShel I@NS3200_FIPS> show

[Sensor Info] System Name : NS3200_FIPS

Date : 1/15/2024 - 16:1:3 UTC

System Uptime : 41 days 21 hrs 34 min 46 secs
System Type : IPS-NS3200

System Mode : Standalone

Serial Number : 0123456789

Software Version : 11.1.17.x

Hardware Version : 1.10

MGMT Ethernet port : auto negotiated

MGMT port Link Status : link up

[Sensor Network Config]
IP Address :© 10.x.X.X
Netmask : 255.255.255.0

Default Gateway : 10.X.X.X
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Default SCPserver : 10.x.X.X

SSH Remote Logins : enabled

[Manager Config]

Manager IP addr : 10.x.x.x (primary intf)
Install TCP Port : 8501

Alert TCP Port : 8502

Logging TCP Port : 8503

FIPS Mode : Enabled

Admin SSH/Console Access: Enabled

show fips mode status

This command displays the status of the FIPS mode.
Syntax

show Fips mode status

This command displays the following information:

+ FIPS mode status - Displays the status as enabled

* The admin SSH/console access status

show firmware version

This command shows the current bootloader version information running on the Sensor.
Syntax

show firmware version

Sample Output

For Sensor, the output is as shown:

IntruDbg#> show firmware version

Bootloader Version: GRUB 2.01 - Production

Group 0: 0x32 - 2-SFP+ On-board Controller ; FPGA version 01; Working image
Group 1: Module not installed

Group 2: Module not installed

Group 3: 0x32 - 8-1GBE On-board Controller ; FPGA version 01; Working image
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CPLD Device ID: 0x31; Version: 0x01l; Revision: 0x01

|Z‘ NOTE

You can append the al I parameter in the command to fetch additional details such as the BIOS version, BMC version, IPMI version,
and Linux version.

show ssh config

This command displays the SSH version, client configuration, and sever configuration information.
Syntax:

show ssh config

Sample output:

intruShel I@NS7500_FIPS> show ssh config

SSH Version: OpenSSH_7.8pl, OpenSSL 1.0.2zh-Ffips 30 May 2023
SSH Client Configuration :

Ciphers : aes256-gcm@openssh.com,aesl128-gcm@openssh.com
MACs : hmac-sha2-256,hmac-sha2-512

KexAlgorithms : ecdh-sha2-nistp256

SSH Server Configuration :

Ciphers : aes256-gcm@openssh.com,aes128-gcm@openssh.com
MACs : hmac-sha2-256,hmac-sha2-512

KexAlgorithms : ecdh-sha2-nistp256

PublickeyAuthentication : Enabled

PasswordAuthentication : Enabled

status

The status command shows Sensor system status, such as System Health, Manager communication, signature set details, total
number of alerts detected, and total number of alerts sent to the Manager.

This command has no parameters.
Syntax:
status

Sample Output:
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For Sensor, the output is as shown:

intruShel INS3200_FIPS> status

[Sensor]

System Initialized : yes

System Health Status : good

Layer 2 Status : normal (IDS/IPS)
Installation Status : complete

IPv6 Status : Dont Parse and Allow Inline
Reboot Status : Not Required

Guest Portal Status : up

Hitless Reboot : Available

Last Reboot reason : unknown

[Signature Status]

Present : yes

Version : 11.10.10.5

Power up signature : good

Geo Location database : Present
DAT file : Present

DAT file Version : 3756.0

[Manager Communications]

Trust Established : yes (Self Signed cert support)
Alert Channel : up

Log Channel : up

Authentication Channel : up

Last Error : None

Alerts Sent : 14

Logs Sent : 42

[Alerts Detected]
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Signature : 0
Alerts Suppressed :
Scan - O

Denial of Service :

Malware : 14

[TIS Communication]
Status : down
IP : 0.0.0.0
Port(Secure) : 8505

FIPS Mode : Enabled

Admin SSH/Console Access:

|Z‘ NOTE

If there is a failure in establishing trust relationship between the Sensor and Manager due to mismatch in shared secret key, the
Last Error displays the message Alert Channel - Install Keys Mismatch. In such an instance, check the shared secret key

on the Manager and set it on the Sensor using set sensor sharedsecretkey command.

traceupload

This command uploads an encoded diagnostic trace file to the configured SCP server from which you can send it to Trellix
Technical Support for diagnosing a problem with the Sensor. A trace upload facility is also available on the Manager GUI.

Syntax:

traceupload scp WORD

where WORD stands for the file name to which the trace must be written.

For NS-series Sensors, when loading an encoded diagnostic trace file to the SCP server, the first attempt will be based on SSH
public key authentication. If that fails, the Sensor will use password authentication. If SSH public key authentication is successful,
you will not be prompted for the SCP server credentials.

IZ‘ NOTE

As part of traceupload, additional information is collected using logstat. Due to this, additional time is required to collect logs from
the Sensor, and can take around 10-30 minutes based on the Sensor model.
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Manager configuration for Certification

For information about all other Manager user interfaces, refer to the [Trellix Intrusion Prevention System 11.1.x Product Guide].

SSH public key based authentication for Manager Appliance (Linux)

For information about SSH public key based authentication, refer to the [Trellix Intrusion Prevention System Manager Appliance
Product Guide].

|Z‘ NOTE
Manager supports both RSA and ECDSA based public key authentication.

FIPS-related Manager user interfaces

TACACS+ authentication

Go to Devices = <Admin Domain Name> — Devices - <Device Name> - Setup - Remote Access - TACACS+.
When FIPS mode is enabled in the Sensor, configuration for TACACS+ authentication is disabled.
Importing a Sensor's configuration

Go to Devices = <Admin Domain Name> — Devices = <Device Name> - Maintenance — Import Configuration.

While importing a Sensor configuration file from a non-FIPS-enabled Sensor to a FIPS-enabled Sensor, the configurations that are
not supported in the FIPS mode are ignored.

Sensor Failover

Go to Devices —» <Admin Domain Name> — Global - Failover Pairs.

When one of the Sensors in a failover pair is FIPS-enabled, it is required that the peer Sensor is also FIPS-enabled.
Sensor Report

Go to Manager —» <Admin Domain Name> - Reporting - Configuration Reports — IPS Sensor.

The Sensor report displays the FIPS Mode field with the status of the configuration. The Sensor Information table displays
whether the FIPS mode is enabled, disabled, or not supported in the Sensor.

Certificate Expiration Fault
To view the fault information, select Manager -» <Admin Domain Name> — Troubleshooting - Logs — Faults.

The Manager raises a fault if a certificate has either expired or is approaching expiration. This check is done as part of scheduled
file pruning and will not be done during Manager start-up.
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View Details

You should update the ems.properties file for various settings explained in the sections below. This file is available at/ opt /
| PSvanager / App/ confi g/ .

Go to Devices = <Admin Domain Name> — Devices = <Device Name> - Summary.

The details includes a field called FIPS Mode that displays FIPS compliance information for an installed Sensor. The FIPS Mode
field displays whether FIPS is enabled, disabled or not supported in the Sensor.

Logon History

This feature is enabled by setting this property in ems.properties file:

iv.access.control.authentication.loginHi storyTi mePeri odLast Nunber O Days=30

To view Recent Logon History window, click Login History link in the header bar located on top of the menu bar.

The Recent Logon History window displays failed and successful logon attempts for a number of days set in ems.properties.

The period of time is set by assigning a value to the loginHistoryTimePeriodLastNumberOfDays property in the ems.prop-
erties file. If this property is not defined or set to -1 in the ems.properties file, then the Recent Logon History page will display
failed logon attempts.

Figure 1. Logon history

Recent Logon History - Administrator

Previous Session: 2020-Feb-20 18:57:13 IST(10.208.224.109)

Failed Logon Attempts Since Previous Session (2)

Time
2020-Feb-20 19:20:13 IST 10.208.224.109

2020-Feb-20 19:20:22 IST 10.208.224.109

Shutdown on audit failure
This feature is enabled by setting this property in ems.properties file:
i v.core. audit. Shut DownOnAudi t Fai | ur eEnabl ed=t r ue

The Manager must invoke a system shutdown in the event of an audit failure. If the audit system detects an exception while
attempting to audit to database or audit to file, it shuts down the Manager. Note since audit failure forcibly shuts down the
Manager, it requires the Manager to be manually restarted. Server logs contain the root cause of audit failure. Also, system fault
is listed after the Manager is successfully restarted.
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Handling user password between FIPS and non-FIPS
Sensor images

The MD5/SHAT1 algorithm standards are used by non-FIPS sensor images to verify a user password. FIPS capable Sensor images
use the SHA-512 algorithm standard to verify the user password.

FIPS images require passwords to satisfy the following criterion:

+ Password length should be of minimum 15 characters.

+ Password should at the least contain 2 lower case, 2 upper case letters, 2 numeric, and 2 of the following special charac-
ters: |@#$%N&*()

+ New password must differ from the previous password by at least 4 characters.
+ Password must not be reused from the last 10 passwords.

+ Password expire in 45 days.
There can be issues during upgrade or downgrade between FIPS and non-FIPS Sensor images as mentioned below:

+ The default admin password has not changed: If there is no change in the default password, no conflict arises during
upgrade/downgrade.

+ The default admin password has changed with FIPS capable image: If there is a change in the FIPS capable image, the
password is reset to default. The initial bootup script of the FIPS capable image detects the password format to be of MD5
format and deletes it. The password is then reset to default SHA-512 supported format.

+ The default admin password has changed with non-FIPS capable image: Any change to a non-FIPS capable image
will result in the password being reset to default. This process of resetting the password is done when the image is
downloaded. The newly downloaded image version is compared to a tag, and if the newly downloaded image is non-FIPS
capable, the password is deleted. The password is then reset to default MD5 supported format.

Upgrade or downgrade from non-FIPS to FIPS images

On a transition from non-FIPS to FIPS image, you can only login with default admin password. Since this default admin password
is not FIPS compliant, you will be prompted to change the default admin password.

IZ‘ NOTE

If you had previously changed your password in a non-FIPS image, logging into the FIPS Sensor requires the default admin password
for a FIPS images. The automatic configuration reset enforces the FIPS default password. The Manager notifies about this reset.

Upgrade or downgrade from FIPS images to non-FIPS

A transition from FIPS to non-FIPS will result in password being reset to default. You can only login using the default passwords
for admin of the non FIPS image.
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Password requirements for Manager CLI and GUI

The Linux based Manager CLI requires passwords to satisfy the following criterion:

+ Password length should be of minimum 15 characters.

Password should at the least contain 1 lowercase, 1 upper case letter, 1 numeric, and 1 of the following special charac-

ters: |@#$%N&*()

Must differ from the previous password by at least 4 characters.

Must not be reused from the last 5 passwords.

Must not contain same type of character more than four times consecutively.

Must not be a palindrome.

Must not contain the username.

Must not be similar to the previous password.

Password expires in 60 days.

For Manager GUI password requirements, refer to the section [Add users] in [Trellix Intrusion Prevention System 11.1.x Product
Guide].
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Trellix Threat Intelligence Exchange (TIE) broker configu-
ration

By default, Threat Intelligence Exchange/Trellix Agent with integrated Trellix Data Exchange Layer broker uses RSA based ciphers.
Follow these steps to switch from weak cipher (RSA) to strong cipher (ECDHE):

Windows based setup

1. Navigate to <Instal l_Dir>\McAfee\dxlbroker and open dxlbroker.conf.defaults in a text editor.

2. Scroll down to the section where you can edit the ciphers that the broker can be restricted to. Ensure that the broker is
restricted only to the cipher - ECDHE+aRSA+AESGCM: ECDHE+aRSA+SHA384 : ECDHE+aRSA+SHA256. A sample screenshot

is shown below:

| dxlbroker.conf.defaults - Notepad

File Edit Format View Help

# The default delay for enabling the topic cache after a clear. It will be
# disabled for the period specified. This is important as certain events in
# the broker (fabric change, etc.) can cause multiple calls to clear in a
# short period of time. The delay minimizes churn.
topicRoutingCacheClearDelay=38

The set of ciphers to restrict the broker to
iphers=ECDHE+aRSA+AESGCM: ECDHE+aRSA+SHA384 : ECDHE+aRSA+SHA256

# Whether test mode is enabled
testModeEnabled=false

3. Save the text file and close it.

4. Restart the TIE server and the ePO service to effectively use this cipher.

Linux based setup

1. Open dxlbroker.conf.defaults file located in Zopt/Mcafee/dxlbroker/conf using a text editor.

[Z’ NOTE

You need to open the file as a root user to be able to edit the file and save changes.

2. Scroll down to the section where you can edit the ciphers that the broker can be restricted to. Ensure that the broker is
restricted only to the cipher - ECDHE+aRSA+AESGCM: ECDHE+aRSA+SHA384 : ECDHE+aRSA+SHA256. A sample screenshot

is shown below:
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E - Bitvise xterm - @tieserver:/opt/McAfee/dxIbroker/conf b [m] x

# The default delay for enabling the topic cache after a clear. It will be
# disabled for the period specified. This is important as certain events in
# the broker (fabric change, etc.) can cause multiple calls to clear in a
# short period of time. The delay minimizes churn.
topicRoutingCacheClearDelay=3@

# The set of ciphers to restrict the broker to
ciphers=ECDHE+aRSA+AESGCM: ECDHE+aRSA+SHA384 : ECDHE+aRSA+SHA256]]

# Whether test mode is enabled
‘testModeEnabled=Talse

# Whether to validate certificates against the connection identifier
certIdentityValidationEnabled=false

# Whether to to restrict the fabric to a single instance of each
# unique client identifier
uniqueClientIdPerFabricEnabled=false

# Whether to utilize managed certificates when in unmanaged mode. This value
# will always be true when ePO managed.
managedCerts=false

T T e T e
# Settings that are only applicable when the broker is managed by ePO/MA
T T e T e

# Whether the broker is managed by ePO/MA
epoManaged=true
-- INSERT --

Save the changes.

Restart the TIE server and the ePO service to effectively use this cipher.
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Product Functionality not Included in the Scope of the
Evaluation

The following product functionality is not included in the CC evaluation:
« Trellix Intrusion Prevention System can be configured to maintain accurate time via NTP. NTP must be disabled in the
evaluated configuration.

+ The Manager can manage Sensors that are not FIPS compliant. All Sensors must be in FIPS mode in the evaluated configura-
tion.

+ The Manager can manage Sensors that are using self-signed X.509 certificates. In the evaluated configurations, all Sensors
must use CA-signed certificates.

« Trellix IPS can be configured to authenticate users via an LDAP server (rather than relying solely on internal user ac-
counts). This optional functionality was not evaluated.
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Security Functions Provided by the TOE

+ Security Audit:

The TOE generates audit records related to TOE operation and administration. These audit records are stored on the IPS
Manager (and stored in a local database) and are also forwarded to an external audit server. The database stores 50,000
audit records. When the database reaches capacity, the oldest audit records are overwritten.

The Sensor generates audit records and forwards the audit records to the IPS Manager, the Sensor caches audit records in
a local file. The audit file can be uploaded to Manager(or any other SCP server using the auditlogupoload CLI command).
If the file reaches capacity, new events are dropped.

Only authenticated users can view audit records.
+ Cryptographic Support:

The TOE uses symmetric key cryptography to secure communication between the Sensors and the Manager for the
following functionality:

+ Exchange of configuration information (including IPS policies)

+ Time/date synchronization from the Manager to Sensors

+ Transfer of IPS data to the Manager

+ Transfer of audit records to the Manager

+ Distribution of TOE updates to Sensors
Connections between the Manager and Sensors are secured using TLS.
Connections between the Manager and the Audit Server (for audit record upload) are secured using TLS.
Connections between the Manager and the SCP Server is secured using SSH.

Sessions between the Management Workstation and the TOE are secured using SSH or HTTPS and authenticated using
username and password. Local console connections between the Console Workstation and the TOE are physically secured.
The Sensors also use SSH to securely copy a new image to update the Sensor.

+ Identification and Authentication:

Administrators connecting to the TOE are required to enter an IPS administrator username and password to authenticate
the administrative connection prior to access being granted.

The Manager and Sensors authenticate to one another through a shared secret that is configured during the initial
installation and setup process of the TOE. Although in the evaluated configuration, the Manager supports use of a default
self-signed certificate for trust establishment with the sensor, such a channel is out of scope for this evaluation. The
sensor-Manager channel must be established using CA-signed certificates.

+ Security Management:

An administrative CLI can be accessed via the Console port or SSH connection, and an administrative GUI can be accessed
via HTTPS. These interfaces are used for administration of the TOE, including audit log configuration, upgrade of firmware
and signatures, administration of users, configuration of SSH and TLS connections.

Only administrators authenticated to the admin role are considered to be authorized administrators.

* Protection of the TSF:
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The presence of the Sensors' components on the network is transparent (other than network packets sent as reactions to
be configured IPS conditions). The Sensors are protected from the monitored networks as the system is configured to not
accept any management requests or input via the monitored interfaces.

The TOE users must authenticate to the TOE before any administrative operations can be performed on the system.

The TOE ensures consistent timestamps are used by synchronizing time information on the Sensors with the Manager, so
that all parts of the IPS system share the same relative time information.

Synchronization occurs over a secure communications channel. Time on the Manager may be configured by an administra-
tor.

The administrator can query the currently installed versions of software on the Sensor using the show command, which
returns details about the software and hardware version. A trusted update of the TOE software can be performed from the
Manager Ul, which is then pushed out to the Sensors.

A suite of self-tests is performed by the TOE at power on, and conditional self-tests are performed continuously.

TOE Access:

The TOE monitors local and remote administrative sessions for inactivity and terminates the session when a threshold time
is reached. An advisory notice is displayed at the start of each session.

Trusted Path/Channels:

The TSF provides the following trusted communication channels:
+ TLS for an audit server
* TLS for communication between Manager and Sensors
+ SSH for communication with an SCP Server for updates

The TOE implements TLS/HTTPS and SSH for protection of communications between itself and the administrators.
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Appendix: Trellix Intrusion Prevention System Docu-
mentation List

To find Trellix IPS product documentation:

1. Go to Trellix Documentation Portal (https://docs.trellix.com).

2. Click Intrusion Prevention System from the Network Security tile under the Featured Content section.

5 TIP

You can alternatively scroll down the page and click Intrusion Prevention System from the Products A-Z section.

The Intrusion Prevention System documentation landing page appears displaying the list of documents categorized
under various tiles.

|Z‘ NOTE

The documentation category tiles primarily list the latest 11.1 documents. If you plan to access 10.1.10 or older documents, you can
click the version specific links provided under the Older Product Documents tile.

Table 3. Trellix Intrusion Prevention System Software Documentation

Software Documentation

Certification Guide

Installation Guide

Product Guide

Integration Guide

Manager API Reference Guide

Table 4. Trellix Intrusion Prevention System Hardware Documentation

Guide Models
Manager Appliance Product MLOS
Guide
NS-series Sensor Product NS9500, NS9x00, NS7600, NS7500, NS7x50, NS7x00, NS5x00, NS3600, NS3500, and
Guide NS3x00
NS-series Reference Guide 1. NS-series Interface Modules
2. NS-series Transceiver Modules
3. NS-series Sensors DC Power Supply Installation
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Guide Models

Fail-Open Kit Product Guide + 100 Gigabit Modular Active Fail-Open Bypass Kit
+ 10/40 Gigabit Modular Active Fail-Open Bypass Kit
+ 1/10 Gigabit Modular Active Fail-Open Kit
+ 1/10 Gigabit Modular Passive Fail-Open Kit
+ 40 Gigabit Active Fail-Open Bypass Kit
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Appendix: Audit Log Records

This section describes the audit log records in relation to a user's activities. The general format of audit records is:

Ti me, Resul ts, Cat egory, Sunmary, Det ai | s, Donai n, User Dat e, Admi n Domain, User, Attack Category, Action,
Resul t, Description

An example of an audit record displayed in the GUI is:

Logs

Faults System Files Background Tasks User Activil MDR Events

i ] Last 5 minutes Clear All Filters

Time - Details Domain User
C Summary

1 Jan 17, 2024 20:05:03 @ Success Manager Console Login User "Administrator” with login id "admin" successfully /My Company Administrator
logged into the Manager from "10.
(10.. )". Login URI:
Jintruvert/jsp/module/Login.jsp , URI referrer : null ,
protocol : HTTP/1.1.

2 Jan 17, 2024 20:04:56 & Success Manager Console Logout User "Administrator” with login id "admin" logged out of /My Company Administrator
the Manager from "10. (10. "

The following table documents the messages within audit log records generated by Trellix Intrusion Prevention System.

Table 5. Audit Log Records

Action Log Message

Changes to the system Time has been changed
time by an Administrator

Communication between + Enabling: Successfully added sensor "sensor_name"

the Manager and Sensors + Disabling: Successfully deleted sensor "sensor_name"

Failure to establish a TLS + Certificate having missing Extended keys

Session + Mismatch between configured Server Name and Subject Alt Name in Imported certificate

+ The connection to syslog server IP_Address:port number failed. Error: Syslog TCP connec-

tion failed.
Failure to establish an Mismatch between configured Server Name and Subject Alt Name in Imported certificate
HTTPS Session
Failure to establish an + Disconnecting: Too many authentication failures [preauth]
SSH session

+ Unable to negotiate with IP_Address port port. number: no matching host key type found.
Their offer: host_key_type [preauth]

+ Unable to negotiate with /P_Address port port_number: no matching key exchange method
found. Their offer: key_exchange_method [preauth]
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Action

Log Message

Management activities of
system data

+ Read audit log
+ Successfully set Session Timeout
+ Logon Banner Configuration updated

+ Successfully set Password Content, Configuration is ...

Trusted connections

+ Initiation:
+ Pktlog Channel back up. Clear the Pktlog Channel Down event of sensor sensor
+ Alert Channel back up. Clear the Alert Channel Down event of sensor sensor
+ Syslog Client - Added to Retry Q
+ Syslog Client - Flushing and Shutting down
+ Request for Authentication for User name=Username
+ Termination:

+ The link on Port: Port_identifier is Down Count: number. The link between this port
and the external device to which it is connected is down.

+ Received disconnect from IP_Address port port_ number: disconnected by user

+ User "User Name" with login id "Username" logged off Trellix IPS Manager from
"Hostname (IP_Address)"

* Failure:
+ Certificate having missing Extended keys

+ Mismatch between configured Server Name and Subject Alt Name in Imported
certificate

+ Received fatal alert: handshake_failure
* Connection refused (Connection refused)
+ Disconnecting: Too many authentication failures [preauth]

* Unable to negotiate with IP_Address port port_number: no matching host key type
found. Their offer: hostkey type [preauth]

+ Unable to negotiate with /IP_Address port port_ number: no matching key exchange
method found. Their offer: key_exchange_method [preauth]

Unsuccessful attempt to
validate an X.509 certifi-
cate

+ Certificate having missing Extended keys

+ Mismatch between configured Server Name and Subject Alt Name in Imported certificate

Unsuccessful login at-
tempts limit is met or ex-
ceeded

Login failed: Maximum allowable login attempts number have exceeded
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Action

Log Message

Use of the identification
and authentication mech-
anism

+ Starting Session number of user Username

Postponed keyboard-interactive/pam for username from IP_Address port port_number
ssh2 [preauth]

Postponed publickey for username from IP_Address port port_number ssh2 [preauth]
Accepted keyboard-interactive/pam for username from IP_Address port port number ssh2
error: Could not load host key: path_to_hostkey file

Failed keyboard-interactive/pam for username from IP_Address port port number ssh2

Failed publickey for username from IP_Address port port_number ssh2: RSA SHA256:pub-
lic_key_value

User "username" failed to log in to Trellix IPS Manager from "Hostname (IP_Address)".
Login URI: /intruvert/jsp/module/Login.jsp. URI referrer : https://Hostname//intruvert/jsp/
module/Login.jsp , protocol : HTTP/1.2

Unknown login ID "Username". Login failed from "Hostname (IP_Address)". Login URI: /in-
truvert/jsp/module/Login.jsp. URI referrer : https://Hostname//intruvert/jsp/module/Log-
in.jsp, protocol : HTTP/1.2

Trellix IPS Manager Login failed at timestamp

User session terminated

+ User "User Name" with login id "Username" logged out of the Manager from "Hostname

Removed session number

(IP_Address)"

Close session: user Username from IP_Address port port_ number id number
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Table 6. Manager FAU_GEN.1 Audit Records

Re-
quire-
ment

Auditable Events

Additional Audit Re-
cord Contents

Audit Logs

FAU_GE
N.1

Start-up and None
shut-down of
the audit func-

tions

Auditable
events for the
not specified
level of audit;
and Administra-
tive login and
logout (name of
user account
shall be logged
if individual
user accounts
are required for
Administrators).

Changes to TSF
data related to
configuration
changes (in ad-
dition to the in-
formation that a
change occur-
red it shall be
logged what has
been changed).

Generating/
import of,
changing, or de-
leting of crypto-
graphic keys (in
addition to the
action itself a
unique key
name or key
reference shall
be logged).

Resetting pass-
words (name of
related user ac-

Start-up and shut-down of the audit functions

4
4
4
4
4

Apr 4 2024
Apr 4 2024 14:07:

Auditable events for the not specified level of audit;
and Administrative login and logout (name of user ac-
count shall be logged if individual user accounts are
required for Administrators).

Oct 05, 2023 11:56:06 @ Success

Oct 05, 2023 13:04:17

Changes to TSF data related to configuration changes
(in addition to the information that a change occurred
it shall be logged what has been changed).

NSMApp sudo: pam_unix(sudo: sess o for user root by admin(uid=0)

NSMAPP sudo: pam_unix(sudo: sess ol for user roo

NSMApp sudo PWD=/home/admin ; USER=root ; COMMAND=/bin/timeda
01 01:0

MApD S for user root by admin(uid=0)
NSMApp sudo: pam_un i for user root

MAPD sshd s not 0_NONBLOCK

MApp sshd bug child 551.

MApp sshd :debug3: send_rexec_state: entering fd = 8 config len 1138

120
12024 01:

Generating/import of, changing, or deleting of crypto-
graphic keys (in addition to the action itself a unique
key name or key reference shall be logged).

, 2023 12:45:37 @ Su

Resetting passwords (name of related user account
shall be logged).

Apr 04, 20 v M: User Account Update

Apr 04,2024 14:14:19 @ Success Manager

User Account Creation

40

Trellix Intrusion Prevention System 11.1 FIPS and CC Certification Guide



Appendix: Audit Log Records

Re- Auditable Events Additional Audit Re- Audit Logs
quire- cord Contents
ment

count shall be
logged).

FAU_GE None None -
N_EXT.1

FAU_GE None None -
N.2

FAU_ST None None -
G_EXT.1

FCS_CK None None -
M.1

FCS_CK None None -
M.2

FCS_CK None None -
M.4

FCS_CO None None -
P.1/

DataEn-

cryption

FCS_CO None None -
P.1/
SigGen

FCS_CO None None -
P.1/
Hash

FCS_CO None None -
P.1/

Keyed-

Hash

FCS_RB None None -
G_EXT.1

FCS_TLS Fa | | ure to esta b | |Sh a Reaso n fo r fa | | ure Aug 29, 2023 07:13:33 [ Failed Admin Do... iﬂm c onnemnn failed Eysloa Audit notification f:ﬂl?d fnr or messag
; M FOR SERVER. ﬁf{f'yr'ﬁf’ii.ﬁm.u.fdrﬁsm svelog
C_EXT.1 TLS Session Wi ety o 5.

FCS_TLS Fa||ure to estathh a ReaSOﬂ fOI’ faI|U|’e ?ﬁbéZE‘.’ERE‘QipﬁZ”'f fé’???élﬁﬁgﬁ‘f“'e Botnets, |2023-11-23 11:29:26.749 UTC|TransportContext.java:340| Fatal (HA
S_EXT1 TLS SeSSiOn SLHandshal

. TransportContext.
nsportConts
hooseCipherSuite(Servertello. java:461)
e(ServerHello. java:296)

1)
_consume (ClientHello. java:1009)
ClientHello(ClientHello.
o consume(ClientHell
cur ity. ss1.SSLHandshake. consune(SSLHandshake . 7)
Y. ssL.HandshakeContext. dispatch HandshakeContext. java: 444)
ss1.SSLEngineImpl$Del dTasksDelegatedAct ion. run(SSLEngineImpl
K egatedAction. run(SSLEngineImpl.j
”Etlve Method)
un(SSLEngineInpl. java

hake(SecureNioChannel. j
r.doRun (NioEndpoint. ja
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Re- Auditable Events Additional Audit Re-  Audit Logs
quire- cord Contents
ment
FCS_TLS Fa |IU re to esta b“Sh a Reason for failu re Oct 18, 2023 07:07:35 ] Failed Manager Trust Establishment
S_EXT.2 TLS Session Zorir s
FCO_CP + Enabling com- Identities of the end- Enabling communications:
C_EXTA1 munications be- points pairs enabled
. . Feb 06, 2024 12:26:36 @ Success Admin Do. SNMP pfn«r{hmis‘
tween a pair of or disabled
Feb 06, 2024 12:26:10 @ Success Manager Trust Establishment
compone nts
Feb 06, 2024 12:26:05 @ Success Manager
+ Disabling com-
munications be- . . I
_ Disabling communications:
tween a pair of
com ponents Oct 16, 2023 10:30:10 @ Success Sensor Sensor Deletion Successfully deleted sensor "NS3200".
FIA_AFL. Unsuccessful login Origin of the attempt Web GUI:
1 attempts limit is met (e.g., IP address).
or exceeded. Oct 05, 2023 11:20:41 | Failed Manager Console Login AL "\cwlj;mto Manager from
[intruvert/jsp/module/Login.jsp , URT referrer : null ,
protocol : HTTP/1.1.
Oct 05, 2023 11:20:23 | Failed Manager Console Login User "Administrator d to log into Manager from
*10.1.4.16 (10.1.4.16)". Login URI:
[intruvert/jsp/module/Login.jsp , URI referrer : null ,
protocol : HTTP/1.1.
Qct 05, 2023 | Failed Manager Console Login User "Administrator" failed to log into Manager from
"10.1.4.16 (10.1.4.16)". Login URL:
[intruvert/jsp/module/Login.jsp , URI referrer : null ,
protocol : HTTP/1.1. User account was locked out for 2
minutes as maximum allowable login attempts were
exceeded
SSH:
3 08:00:19 NSMApp sshd for_admin from 10.1.4.16Aug 24 2023 08:00:19 NSMApp sshd|
Too many authentication failures [preauth]
FIA_PM None None -
G_EXT.1
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Re-
quire-
ment

Auditable Events

Additional Audit Re-
cord Contents

Audit Logs

FIA_UIA_
EXT.1

All use of the identi-
fication and authenti-
cation mechanism

Origin of the attempt
(e.g., IP address)

Console:

0 NSMApp unt
App Lo

06 NSHApp

06 NSMApD
06 NSMADD : AU
debug3: mm_s

:debug3: mm_sshpam

cha

sshd

hd |

sshd. deb PAN: sshpan_th
d

st_send entering: type 111

06 NSMApp sshd.
06 NSHApp
6 NSHApp
96 NSMApD

6:06 NSHADD

Oct 05, 2023 11:56:06

Oct 05, 2023 11:53:46

1l Failed User

Manager Console Log

Manager Console Login

i for user admin b

LOGIN(uid=0)

euid=e tty=ttyl ruser= rhost= us

pam_query
: devi
x [preauth]
: type 110 [preauth]
A \_FREE_CTX [preauth]
xpect entering [preauth]
entering [preauth]
entering
king request 110
x

._ctx entering
d_cleanup entering

e, disabling now
or ntp_fron port 45656 ssh2
preauth

type 112 [preauth]
attempts exceeded for ntp fron
I3t preaut

port 45656 ssh2 [preauth]

User "Administrator” with login id "admin” successfully
the Manager from "10.1.4.16 (10.1.4.16)"
ntruvert/jsp/module/Login.jsp , URI referrer
, protocol : HTTP/1.1.

User "Administrator” failed to log into Manager from
"10.1.4.16 (10.1.4.16)". Login URL:
/intruvert/jsp/module/Login.jsp , URI referrer : null ,
protocol : HTTP/1.1
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Re-
quire-
ment

Auditable Events

Additional Audit Re-
cord Contents

Audit Logs

FIA_UAU
_EXT.2

All use of the identi-
fication and authenti-
cation mechanism

Origin of the attempt
(e.g., IP address)

Console:

42 NSMApp login:pam_unix(login:session):

42 NSMApp login:LOGIN ON ttyl BY admin

i for user admin by LOGIN(uid=0)

0GIN uid=0 euid=e tty=ttyl ruser= rhost= us

22 NSMADp sshe 3 Logname= ui
22 NSy ebug3: mo ecking request 106

22 NS o ry

entering

NSMApp.
NSMApp
ns d

11T [preauth]

7 disabing now

Web GUI:

Oct 05, 2023 11:56:06 @ Success Manager Console Login

[preauth]

er "Administrator” with login id "admin” succe

ged into the Manager from "10.1.4.16 (1
in URL: /intruvert/jsp/module/Login.

ull , protocol : HTTP/1.1

Oct 05, 2023 11:53:46 M} Failed Manager Console Login User "Administrator” f

"10.1.4.16 (10.1.4.1

/intruvert/jsp/module/L

protocol : HTTP/1.1

Manager from

RI:
p , URI referrer : null ,

FIA_UAU
7

None

None

FIA_X50
9 _EXT.1/
Rev

Unsuccessful at-
tempt to validate a
certificate

Reason for failure

Sep 05, 2023 0 2 [N Failed

FIA_X50
9_EXT.1/
ITT

Unsuccessful at-
tempt to validate a
certificate

Reason for failure

Oct 11, 2023 10:44:55 [ Critical  Invalid De

Verification failed Root
with leaf certs, signing
issue.
Oct 11,2023 10:44:55 [ Critical  Device Disconnected The Manager cannot
200 through its
command c The
connection between the
device and the Manager is
down.

lace the invalid
ate with a valid

ager
Make sure any firewalls
between the devi e
the proper por

FIA_X50
9_EXT.2

None

None

FIA_X50
9_EXT.3

None

None

FMT_M
OF.1/
Manua-
IlUpdate

Any attempt to ini-
tiate a manual up-
date

None

:debug3: send packet: type 2Aug 25 2023 08:28:56 NSMApp sshd

NSMApp sudo:low-priv_: user NOT in sudoers ; TTY=pts/@ ; PWD=/ ; USER=root ; COMMAND=apt updateAug 25 2023
sshd g 4

577:debug3: receive packet: type B0AUg 25 2023 08:29:00 NSMApp sshd

:debug3: send packet: type 2Aug 25 08:28:56

0 NSMApp

ug3: receive packet: type 80Aug 25 2023
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Re-

Auditable Events

Additional Audit Re-

Audit Logs

W_EXT.1

quire- cord Contents

ment

FMT_MT None None -
D.1/

CoreDa-

ta

FMT_SM All management ac- None Refer to the below table [Manager Management Functions]
F.1 tivities of TSF data.

FMT_SM None None -
R.2

FPT_AP None None -

FPT_ITT.

+ Initiation of the
trusted channel

+ Termination of
the trusted
channel

* Failure of the
trusted channel

Identification of the
initiator and target of
failed trusted chan-
nels establishment
attempt

Initiation of trusted channel:

Feb 06, 2024 12:26:36 @ Success Admin Do... mmunication on port 8500 using

gen nd ase is generated successfully for

Feb 06, 2024 12:26:10 @ Success Manager

Trust Establishment ust with Manager
C 3.65, 0U=CC

Secure Sensor
Communication

Feb 06, 2024 12:26:05 @ Success Manager

Termination of trusted channel:

Oct 16, 2023 10:30:10 @ Success Sensor Sensor Deletion

_EXT1

functions Failure of trusted channel functions:

Oct 06, 2023 11:39:50 1! Failed Manager Secure Sensor 00 is unable to establish a secure

‘Communication ion channel with th er. Cani
:

Oct 06, 2023 11:39:50 ¥ Failed Manager Secur
Comm on

Oct 06, 2023 11:39:46 @ Success Manager Secure Sensor
Communication

FPT_SKP None None

FPT_ST
M_EXT.1

Discontinuous
changes to time -
either Administrator
actuated or changed
via an automated
process

For discontinuous
changes to time: The
old and new values
for the time. Origin
of the attempt to
change time for suc-
cess and failure (e.g.,
IP address)

Feb 21 2024 14 8 NSMApp sudo:pam_unix(sudo:session): s ed for user root by admin(uid=0)
SMApp sudo:pam_unix(sudo:session): for user root
SMApp sudo:  admin : TTY=pts/@ ; PWD=/home/admin ; USER=root ; COMMAND=/bin/timed
-01 01:00:00

5 NSMApp sudo:pam_unix(sudo:session): sess
0 NSMApp sudo:pam_unix(sudo:session):

ed for user root by admin(uid=60)
4 for user root

:debug3: fd 5 is not O_NONBLOCK
:debugl: Forked child 551.
:debug3: send_rexec_state: entering fd = 8 config len 1138

6 NSMApp sshd
6 NSMApp sshd

Jan 1 2024 01 6 NSMApp sshd

FPT_TST
_EXT1

None

None
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quire-
ment

Auditable Events

Additional Audit Re-
cord Contents

Audit Logs

i+ 1 . B in__:logCi d:881:
FPT_TU Initiation of update; None 2023-10-20 12:20:24, 270010 _nmin_:LogComen:1
-10-30 12:29:41,02: :subprocess_popen:467:The command is ['scp', 'acumensec@10.1.4.16:/home/acumensec/ma
D_EXT1 result Of the Update nager_builds/11.1.116.8_corrupted/corrupted_build_setup.bin', '/tmp/'], The Pid is 499, The exit status is O
:subprocess_popen:467:The command is ['/usr/bin/sudo’, 'chmod', '+x', '/tmp/corrupte
attempt (success or d_t bulld setup bin' J The Pid is 501, The exit status is ©
2023-10-30 12:30:00,297: 0 main__:subprocess_popen_nine:475:The command is ['/usr/bin/sudo', '/bin/managerinstall’, '
f | /tmp/corrupted_build semp bin"], The Pid is 505, The exit status is 256
ailure)
20237107’0 :30:00,298: :__main__:install_update:441:
e rify signature of install bundle. Bundle installation
Tr: acﬂback (most recent call last):
File "/bin/.restrictShell.py", line 438, in install_update
subprocess_popen_nine(["/usr/bin/sudo”, "/bin/managerinstall”, "/tmp/" + bundle])
File "/bin/.restrictShell.py", line 479, in subprocess_popen_nine
H H 31 NSMApp sudo: admin : TTY=ttyl ; PWD=/home/admin ; USER=root ; COMMAND=/bin/bash
FTA_SSL The termination of None S (D S D e TN S U e B e ey
09 NSMApp sshd :debug3: PAM: sshpam thlead anup entering
EXT ’I a |Oca| Session by 24 NSMApp sudo:pam_unix(sudo:session): s for user root
the session locking
mechanism
FTA_SSL The termination of None SSH:
3 a remote session by
NSMApp sshd ting session: shell on pts/1 for admin from 6 port 50640 id 0
H . NSMApp sshd 2: fd 3 setting TCP_NODELAY
the session locking e Soh_packet set 125 sot TP_TOS 0x10
NSMApp sshd channel 0: rfd 12 isatty
. NSMApp sshd ebug2: fd 12 setting O_NONBLOCK
mechan|sm NSMApp sshd ebug3: fd 8 is O_NONBLOCK
NSMApp sshd ebug3: mm_forward_audit_messages: entering
NSMApp sshd ebugl: Setting controlling tty using TIOCSCTTY.
NSMApp sshd ebug3: send packet: type 99
NSMApp sshd : Copy environmen SELINUX_ROLE_REQUESTED=
NSMApp sshd Copy environment: SELINUX_LEVEL REQUESTEI
NSMApp sshd environmen: (_USE_CURRENT_RANGE=
NSMApp sshd XDG_SESSION_II
NSMApp sshd : XDG_RUNTIME_DIR=/run/user/500
NSMApp sshd
NSMApp sshd
NSMApp sshd
NSMApp sshd
NSMApp sshd
NSMApp sshd
NSMApp sshd
NSMApp sshd
NSMApp sshd
NSMApp sshd : mm_ request receive entermg
NSMApp sshd : do_cleanup
NSMApp sshd B cleanup
NSMApp sshd closing session
NSMApp sshd x session): sessio sed for user admin
NSMApp sshd :debugl: PAM: deleting credentials
Web GUI:
Oct 05, 2023 12:21:43 @ Success r Console Logout User "Administrator” with login id "admin"
the Manager from "10.1.4.16 (10.1.4.16)'
Oct 05, 2023 12:43:15 @ Success Manager Console Login User "Administrator” with login id "admin" successfully
logged into the Manager from "10.1.4.16 (10.1.4.16)".
Login URT: /muuven/;sp/rnodu!e/mqu. jsp , URI referrer
null, protocol : HTTP/1.1.
FTA_SSL The termination of None
4 an interactive ses-
2023 12:13:33 HSHAp sshd. :Received disconnect from port 56744:1 ted by userAug 25 2023 12:13:33
. NSMApp sshd onnected from port 56744
sion ) ]
Aug 25 2023 12:13:33 NSMApp sshd. :pam_unix(sshd:session): for
user adminAug 2572023 12:13:33 PISMApp sshd :debugl: PAM: deleting credentials e )
User "Admi logged out of
the Manager fror 4 10. 16,
Console:
n for us di LOf
31 NSMApp login:pam_unix(log
FTA_TAB None None -

A
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Re- Auditable Events Additional Audit Re-  Audit Logs
quire- cord Contents
ment
FTP_ITC. + Initiation of the Identification of the Initiation of the trusted channel:
1 trusted channel initiator and target of
. _ Sep 04, 2023 07:47:22 @ Success Admin Do... é::lf:gbu‘gl;g”semngs ?\:ﬂjvl Svs\;ﬁ;&l?Egls‘jvple;\f:)?tf:cir P Fgﬁr?ﬁ:\gs V;lnri'\e:’
« Termination of failed trusted chan S e oo, s o
the trusted nels establishment
channel attempt Termination of the trusted channel:
. Failure Of the Sep 05, 2023 08:07:27 ] Failed Admin Do... Syslog connection falled
trusted channel
functions
Failure of the trusted channel functions:
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Re- Auditable Events
quire-
ment

Additional Audit Re-
cord Contents

Audit Logs

FTP_TRP + Initiation of the

A/ trusted channel.

Admin + Termination of

the trusted
channel.

* Failure of the
trusted channel

Identification of the
claimed user identity.

Initiation of trusted channel

9 2023 12 HHHApp sshd pam for admin from port 49962
9 2023 App sshd adnin has been authenticated by privile
9 12 N sshd g X ing for new key:

NSMApp sshd xpect entering: type 26

HHHApp sshd mn_request_receive entering

App sshd n keystate: GOT new
sshd g X ve_expect entering: type
NSMApp sshd g quest_receive enter
quest_send enter in
nt

NSMApp sshd
NSMApp sshd
NSMApp sshd

NSMApp sshd type 163 [preauth]

NSMApp sshd g3: mm_request_receive entering [preauth]
N sshd g3: mm_do,_| unt returning 1 [preauth]
. sshd g3: send rype 52 [preauth]
functions. WSnpp sohd el entnt Ty Bt 2 ez
NSMApp sshd nd kpy<fnf inished sending state Lprs‘nufh]
N sshd e X ntering: type 1: th]
sshd g ive_expect e ype 123 [preauth]
NSMApp sshd g quest ive entering [preauth]
NSMApp sshd monttar rpad | log: child log fd close
N sshd. eb s \dbe nt. h\\l:h finished
sshd.
NSMApp sshd g elinux_setup_ \Jﬂ!lab‘e> setting execution context
NSMApp sshd blishing credentials
N sshd. o]
sshd ix(sshd sion on ope i for in by (uid=0)
NSMApp sshd :debug3: PAM: sshpam_store_conv called with 1 m
Web GUI:
Aug 25, 2023 14:25:27 ager Console Login User "Admmlmalor with login id "
o o tl jer from '1()14".(10141(')"
Lngm uRI Jints vPrT/]<p/mﬂdu|P/ann]<p URI referrer
null , protocol : HTTP/1.1
1 NSMApp sshd
Web GUI:
Oct 05, 2023 13:04:17 @ Success User Manager Console Logout  User "Administrator" with login id “admin" logged out of
the Manager from "10.1.4.16 (10.1.4.16)".
Failure of trusted channel functions:
r unknown
k pass; user unknown
; logname=LOGIN uid=d euid= tty=ttyl ruser= rhost=
in:auth): User unknown
:44 NSMApp 0
Web GUL:
Oct 05, 2023 11:53:46 ¥ Failed Manager Console Login User "Administrator” failed to log Hv(() Manager from
"10.1.4.16 (10.1.4.1
Jintruvert/jsp/module/Log D, URI referrer : null ,
protocol : HTTP/1.1.
FAU_ST None None -

G_EXT.4
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Re-
quire-
ment

Auditable Events

Additional Audit Re-

Audit Logs

cord Contents

FCS_HTT
PS_EXT.
1

Failure to establish a
HTTPS Session

Reason for failure

javax.net.ss1|FINE|01 BA|https-jsse-nio-0.0.0.0-443-exec- 23 14:34:25.339 UTC|ClientHello.j

lo handshake message
4F oC'E7 9A 7C DD 8D 7A 28 EC 57 45 FC F2 ED 53 OC 27 04 AE 99 39 8C 7A 10 3F 45 97

DO CF 38 56 AC E8 98 EF DC D8 AF 44 46 96 AC 50 70

clpher suites
SHA256(0x1301), TLS._|
)

T
HA. s(mungsm TS|
_DHE_R ES.

9 UTC|ClientHello. java:678|Consum
7 9A 7C DO 8D 7A 28 EC 57 45 FC F2 ED 5: 27 04 AE
41 36 24 2F A6 F4 DO CF 38 56 AC E8 98 EF DC 6C C5 6C

HArHAzu PDLY 1305, SH»«

1
, ansiX962_compr , ansix962_compressed_char2]

Failure to establish
an SSH session

FCS_SSH
S_EXT.1

Reason for failure

yallowed: k:
IA256: 21511705V qph-+HmWdEmt 7RasDISD IXahwghyBj3S0s

pi nistp256 [preauth
iShapy : uth_Finish: a t bl word, keyboard-
13 Nstirpp <ehd ype 5 h)

* [preauth]

th]
n service ssh-connection method keyboard-interactive [preauth]

Table 7. Manager Management Functions

Management Functions

Test cases

Ability to administer the TOE lo-
cally and remotely

Console:

SSH:

3Aug 24 2023
2023 12:15:04 NSMApp sshd

WebGUI:

Oct 05, 2023 11:56:06

42 NSMApp 1(:(;1[1' m_unix({login:session): on for user admin by LOGIN(uid=0)

3:42 NSMApp login:LOGIN ON ttyl BY admin

12:15:04 NSMApp sshd keyboard-interactiv am for admin from port 35496 ssh2Au

:pam_unix(sshd:session): for user admin by (uid=0)Aug 24 2023

@ Success Manager Console Login User "Administrator” with login id “adm'm successfully
logged into the Manager from "10.1 (10.1.4.16)".
Login URI: /intruvert/jsp/module/Login.jsp , URI referrer

: null , protocol : HTTP/1.1.

Ability to configure the access
banner

Apr 03, 2024 13:37:36

& Success IPS Policy Logon Banner

Configuration

Logon Banner Configuration updated.

Ability to configure the session in-
activity time before session termi-
nation or locking

Apr 03, 2024 13:43:09

Save Session Timeout
Setting

& Success Manager Successfully set Session Timeout.
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Management Functions

Test cases

Ability to update the TOE, and to
verify the updates using digital
signature capability prior to instal-
ling those updates

Positive update:

Apr 2024 :35:11 NSMApp sshd

Apr 2024 06:35:11 NSMApp sudo: admin :

:debucj}:
TTY=pts/0 ; PWD=/home/admin ; USER=root ; COMMAND=/bin/chmod +x /tmp/setup.bin

send packet: type 2

Apr 2024 06:35:11 NSMApp sudo:pam_unix(sudo:session): session opened for user root by admin(uid=0)

Apr 2024 06:35:11 NSMApp sudo:pam_unix(sudo:session):
: TTY=pts/0 ; PWI

Apr 2024 0 11 NSMApp sudo: admin

Apr 2 2024 06:35:11 NSMApp sudo:pam_unix(sudo:session): s n oper

root@NSMApp

2024-04-02 06:34:49,898:INFO:__main
nal_builds/manager/setup
root@NSMApp : /home/admin#

Negative update:

2023-10-30 12:28:24,278:IN

[INFO] THE EXECUTED COMMAND IS : upgrade

2023-10-30 12:29:41,022:INFO:__main

:subprocess_popen:467:The command is ['scp', 'acumensec@l0.1 il

for user root
home/admin ; USER=root ; COMMAND=/bin/managerinstall /tmp/setup.bin
r i for user root by admin(uid=0)

:/home/admin# cat shell.log | grep "2024-04-02 06:34"
__:subprocess_popen:467:The command is ['scp', 'acumensec@
/tmp/'], The Pid is 3870, The exit status is 0

5:/home/acumensec/f1|

0:__main__:logCommand:881:

/home/acumensec/ma

nager_builds/11.1.116.8_corrupted/corrupted_build_setup.bin', '/tmp/'], The Pid is 499, The exit status is @

2023-10-30 12:29:47,445:INFO:__main__:subprocess_popen:467:The command is ['/usr/bin/sudo’,

mod', '+x', '/tmp/corrupte

d_build_setup.bin'], The Pid is 501, The exit status is 0

2023-10-30 12:30:00,297:INFO:__main

:subprocess_popen_nine:475:The command is ['/usr/bin/sudo', '/bin/managerinstall’,

/tmp/corrupted_build_setup.bin'], The Pid is 505, The exit status is 256

2023-10-30 12:30:00,298:

:__main__:install_update:441:

to verify signature of install bundle. Bundle installation

Traceback (most recent call last):
File "/bin/.restrictShell.py",
subprocess_popen_nine(["/usr/bin/sudo",

line 438, in install_update

"/bin/managerinstall", "/tmp/" + bundle])

File "/bin/.restrictShell.py", line 479, in subprocess_popen_nine

raise OSError
OSError

Ability to configure the authen-
tication failure parameters for
FIA_AFL.1

Apr 05, 2024 13:38:20 & Success

Manager

Save Password Content Successfully set Password Content. Current

Setting Configuration is Password Cannot be the Same as Login
1D : Disabled Track Previous Password Usage : Disabled
Number of Characters That Must Be Changed : 0
Number of Previous Passwords to Track : 0 Expire
Passwords : Disabled Time to Wait Before New
Passwords Can Be Changed : 0 Hours Passwords Expire
After : 0 Days Warning Interval : 0 Days Expire
Passwor isabled Require Strong Passwords :
Enabled Minimum Password Length : 8 UPPER Enabled :
No Minimum Number of Characters : 1 LOWER Enabled :
No Minimum Number of Characters : 1 SPECIAL_CHARS
Enabled : No M um Number of Characters : 1
NUMERICAL Enabled : Yes Minimum Number of
Characters : 1 Login Failure : Enabled Number of
Consecutive Login Failures : 5 Prevent Login For :
120000 Minutes
UserInactivityPolicyVO{userInactivityCheckEnabled=fal...
lockUserDays=1}

Ability to configure audit behav-
iour (e.g. changes to storage lo-
cations for audit; changes to be-
haviour when local audit storage
space is full);

Mar 20, 2024 12:42:31 + Informational

Apr 04, 2024 08: Success

Apr 04, 2024 08:28:36 Success

Apr 04, 2024 08:28:34 Success

Audit Logs Rotated

Admin Domain

Admin Domain

Admin Domain

The audit log capacity on the
Manager is 50 records. When this
maximum number of records is
reached, the Manager overwrites
the oldest records with the newest
records (i.e. first in, first out).
This fault indicates that 50 new
records have been written to the
audit log and that the oldest audit
log records have been
overwritten. This fault will be
raised every 50 records written.

N/A 25.02 Manager

Syslog Server
Configuration

Syslog settings specified for Domain: "/My Company:0"
with Profile name: syslog, Host or IP : 10.1.4.16, Port:
6,514, Protocol: TCP, Error message:null.

Syslog TLS certificate contains Leaf detail as follows:
subject:CN=10.1.4.16, issuedBy:CN=AcumenICA,
0OU=CC, O=Acumen, C=US, validity:Apr 4, 2024 - May
31, 2024, sigAlgo:SHA256WITHRSA,
subjectAltName:10.1.4.16, Serial
#:4528004407463435150.

Syslog TLS certificate
audit.

Certificate import in
Syslog configuration

Certificate import has been successful,

Ability to modify the behaviour of
the transmission of audit data to
an external IT entity

Apr 04, 2024 08:28:36 Success

Apr 04, 2024 08:28:36 Success

Apr 04, 2024 08:28:34 Success

Admin Domain

Admin Domain

Admin Domain

Syslog Server
Configuration

Syslog settings specified for Domain: "/My Company:0"
with Profile name: syslog, Host or TP : 10.1.4.16, Port:
6,514, Protocol: TCP, Error message:null.

Syslog TLS certificate Sysl
audit.

TLS certificate contains Leaf detail as follows:
T A

0.1.4.16, issuedB: =AcumenICA,

(o] , O=Acumen, C=US, val

31, 2024, sigAlgo:SHA256WITHRSA,
bjectAltName:10.1.4.16, Serial

#:4528004407463435150.

Certificate import in
Syslog configuration

Certificate import has been successful,
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Management Functions

Test cases

Ability to configure the crypto-
graphic functionality

Ability to import X.509v3 certifi-
cates to the TOE's trust store

Sep 04, 2023 07:16:06 Manager Trust Certificate ned certificate (used by the Manager for
Import ment) was imported into the Manager.
te : CN=10.1.3.64, O=Acumen, O

,C=US

& Success Manager

Ability to set the time which is
used for timestamps

Feb 21 2024 14:20:08 NSMApp sudo:pam_unix(sudo:session): session opened for user root by admin(uid=0)
Feb 21 2024 14:20:08 NSMApp sudo:pam_unix(sudo:session): for user root
Feb 21 2024 14:20:15 NSMApp sudo: admin : TTY=pts/0 ; PwWD=/home/admin ; USER=root ; COMMAND=/bin/timedal
tectl set-time 2024-01-01 01:00:00
Feb 21 2024 14:20:15 NSMApp sudo:pam_unix(sudo:session): session opened for user root by admin(u
1 2024 01:00:00 NSMApp sudo:pam_unix(sudo:session for user root
1 2024 01:00:26 NSMApp sshd :debug3: fd 5 is not O_NONBLO
1 2024 01:00:26 NSMApp sshd :debugl: Forked child 551.
1 2024 01:00:26 NSMApp sshd :debug3: send_rexec_state: entering fd = 8 config len 1138

Ability to re-enable an Administra-
tor account

Oct 05, 2023 11:56:06 & Success Manager Console Login User "Administrator" with login id "admin" successfully
logged into the Manager from "10.1.4.16 (10.1.4.16)".
Login URI: /intruvert/jsp/module/Login_jsp , URI referrer

: null, protocol : HTTP/1.1.

Ability to manage the trusted pub-
lic keys database

root@SMApp: /home/admin# tail -f pubKeyAuth.log

[Thu Apr 4 59:09 UTC 4] : Validating Public Key Algorithm

[Thu Apr 4 06:59:89 UTC 2024]

: Resetting the permissions of the file .ssh/authorized keys on local machine

[Thu Apr 4 06:59:89 UTC 2024]

illy modified the permissions of .ssh/authorized keys on remote machine.

Ability to configure the interaction
between TOE components

Feb 06, 2024 11:38:06 Error
add t
within the M
add it v
na

started established a secure

Secure Sensor a;
on channel with the Manager.

Communication

Feb 06, 2024 11:38:01 & Success Manager

Sensor NS3200 is unable to establish a s
communication channel with tk nnot g
the shared et for sensor " e add
the EMS first. Thanks!

Secure Sensor
Communication

Feb 06, 2024 11:38:06 I Failed Manager

Feb 06, 2024 11:38:06 Secure Sensor

I Failed S
Communication n tion

Manager 200 is unable to blish a
i nnel with the Man
of sensor NS3200
Feb 06, 2024 12:26:36 Admin Do... Command channel communication on port 8500 using
auth and priv passphrase is generated successfully for

sensor 10.1.3.65.

& Success SNMP passphrase

generation success.

sor IP NS3200 has established trust with Manag:
over the CA channel, Certificate: CN=10.1.3.65, OU=
O=Acumen, C=US

Feb 06, 2024 12:26:10 Trust Establishment

@& Success

Manager

Sensor IP 10.1.3.65 h tarted
communication channel with the Mana

Feb 06, 2024 12:26:05 Secure Sensor ished a secure

Communication

& Success Manager
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Table 8. Sensor FAU_GEN.1 Audit Records

Re-
quire-
ment

Auditable Events

Additional Audit Re-
cord Contents

Audit Logs

FAU_GE
N.1

+ Start-up and None

shut-down of
the audit func-
tions

Auditable
events for the
not specified
level of audit;
and Administra-
tive login and
logout (name of
user account
shall be logged
if individual
user accounts
are required for
Administrators).

Changes to TSF
data related to
configuration
changes (in ad-
dition to the in-
formation that a
change occur-
red it shall be
logged what has
been changed)

Generating/
import of,
changing, or de-
leting of crypto-
graphic keys (in
addition to the
action itself a
unique key
name or key
reference shall
be logged)

Resetting pass-
words (name of
related user ac-

« Start-up and shut-down of the audit functions

Apr 08, 2024 08:58:22  Received

Apr 08, 2024 08:58:04

+ Auditable events for the not specified level of audit;
and Administrative login and logout (name of user ac-
count shall be logged if individual user accounts are
required for Administrators).

Oct 13, 2023 07:00:29

Oct 13, 2023 12:29:05

+ Changes to TSF data related to configuration changes
(in addition to the information that a change occurred
it shall be logged what has been changed)

+ Generating/import of, changing, or deleting of crypto-
graphic keys (in addition to the action itself a unique
key name or key reference shall be logged)

Nov 16, 2023 09:17:04 @ Success

* Resetting passwords (name of related user account
shall be logged)
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Re-
quire-
ment

Auditable Events

Additional Audit Re- Audit Logs
cord Contents

count shall be
logged)

FAU_GE
N.1/IPS

None

None

FAU_GE
N_EXT.1

None

None

FAU_GE
N.2

None

None

FAU_ST
G_EXT.5

None

None

FCS_CK
M.1

None

None

FCS_CK
M.2

None

None

FCS_CK
M.4

None

None

FCS_CO
P.1/
DataEn-

cryption

None

None

FCS_CO
P.1/
SigGen

None

None

FCS_CO
P.1/
Hash

None

None

FCS_CO
P.1/
Keyed-
Hash

None

None

FCS_RB
G_EXT.1

None

None

FCS_SSH
C_EXTA1

Failure to establish
an SSH session

Reason for failure

g/messages

stunnel - GS[cron]: Updating DH parameters

stunnel 0G5[main]: Log file reopened

stunne DH parameters upd
e

t ssh 22326 5 port 22: no matching host key

t sshd 22339 - - /home/emb-demo/rfs/fips/R11_1_M_YOSEMITE_BRANCH/rubicon/srcroot/

FCS_SSH
S_EXT.1

Failure to establish
an SSH session

Reason for faI|Ure Feb 08, 2024 14:38:03

Feb 08, 2024 14:3;

Sensor Sensor CLI actions.

Sensor Sensor CLI actions.
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Re-
quire-
ment

Auditable Events

Additional Audit Re-
cord Contents

Audit Logs

FCS_TLS
C_EXT.2

Failure to establish a
TLS Session

Reason for failure

[PktlogNIOChannelServerPoolCA- 7] [] ore. *'Dntrc\Channe\ NIO:207 - ControlChannelWorkers

e s 2. 1o-ToEXCention: End of, socket reached:
"Fo [clawwsmmspuu-ng-usmn] [1 iv.core.DiscoveryService:482 - polling for sensor NS7600

\.u‘ and retry: Request fails, is TIMEOUT and explanation is The request has timed out.

5 WARN [Thread-4941 [] iv.core.ControlChannel:197 - fail reading incoming packet could be transmit fi
keExcsption: The Finished message cannt bs ver {fed.

[Thread-434] [] iv.core.ControLChannelsd - a4+ Comection Inpl &
com. intruvert. ext.controlchannel umom(.mulsmumn fail r
at com.intruvert.ext.controlchannel.ControlProtocolHandle!

ing
& ethxthassage(ControlProtocoiandlar. javat198) trichannel. j
s sl Sl e el S B e )i
t_ext_controlchannel.ControlChannelConnect on. run( ControlChannelC
[Class icStatusPolling-Ns7600] [] iv.core.DiscoveryService:
cods. is TINEQUT and sxalanation <s The raquest

:68) ~[ivctrichannel.jar:7]
nne 7) [ivetrichan

jar:?]
8 16 < Poliing for sensor NS7600 ed again
the numi retry: Request f

5:

il
14, %s ”p [c \a.s\citaws?a\\lng NS7600] [] iv.core.Disc

sensor NS7600 again
est fails, en code is TIMEOUT and explanation

13:52:14 9a7 I‘IF‘A [ct
> DISCONNECTED

e:228 - [NS7600] A status transision happened

FCO_CP
C_EXTA1

+ Enabling com-
munications be-
tween a pair of
components

+ Disabling com-
munications be-
tween a pair of
components

Identities of the end-
points pairs enabled
or disabled

Feb 07, B Suc Admin Domain NMP passphrase Command channel communu tion on port 8500 using
generation success. auth and priv passphrase is generated successfully for
sensor 10.1.4.10.
Feb 07,2024 09:54:48 @ Success  Manager Trust Establishment nsor 1P NS7600 has established trust with Manager
er the CA channel, Cl , 0
cumen

Feb 07, 2024 09:54:42 @ Success Manager Secure Sensor nsor IP 10.1.4.10 has started established a secure
Communication

communication channel with the Manager

Disabling communications:

Successfully deleted sensor "NS7600".

EMER clilog|TYPED CMD: deinstall
EMER clilog|EXEC CMD : deinstall user - admis
EMER clilog|retain_sensor_ca_cert_in_deinstall €L User Input: Retai

EMER CL{LOg| %k ki ko ok ek ko
EMER clilog| CLI USER CALLS DEINSTALL
EMER CLLLog| %4k Ak %ok ek ok %k Ak Kok Ak
EMER loging|get_sensor_private_key rsa2048 case len:2048

00 tL - - - EMER sofa|(fn connectSofaUnixSockets) ed to connect Unix Socket fo
e /usr/local/etc/sofa_ntba_unix, (But will retry ,count 1)

707-\ 03-21T13:10:07.000000+00: 00 tL - EMER sofal (fn connectSofaUnixSockets)
file /usr/local/etc/sofa ntba un (But will retry ,count 2)
21713 00 ost tl EMER ctrlch|CCin USER DEINSTALL
EMER ctrlch|CCout(0) got deinstall, trust 1 inEmsHAMode ©
EMER ctrlch|CCout(0) do close (trust:1)

to connect Unix Socket fo

SNMPV3 Key(s

17132 . tL - EMER sofal (fn connectSofaUnixSockets) to connect Unix Socket fo
(But will retry ,count 3

EMER ctrich|CCout(6) close, changeSnmpKeys done

EMER ctrlch|in closeAndCleanUpEMSCe

EMER ctrlch|no X569_free srv_cert done

EMER ctrlch|no X569_free cli_cert done

EMER ctrlch|no RSA_free privke e

EMER ctrlch|out closeAndCleanUpEMSConn(0) : Zeroization for the TLS co

EMER ctrlch|CCout(0) ccResetEmsHaContext for EmsIpActive

EMER ctrlch|CCout(0) close, cleanup skey

EMER ctrlch|CCout(0) close, cleanup scert

EMER ctrlch|CCout(0) close, cleanup emscert

EMER ctrlch|CCout(0) CC_DOWN, NO TRUST

EMER ctrlch|CCout(0) CC_DOWN, INSTALL REQUIRED

EMER ctrlch|postEMSIPInToToBulkFT: Sending the Manager Param Chan even

EMER pktlog|PLin USER DEINSTALL
EMER bulkFT|bulkFTProcessNsHParamChange: Manager Parameter Changed.
EMER bulkFT|bulkFTGetNSMConfigParamFromCLI: Primary Manager

EMER bulkFT|bulkFTNSMIpNotify: red.
EMER authgw|in closeAndCleanUpENSConn(0)
EMER bulkFT|bulkFTNSMIpNotify: Trust is not established or

EMER bULKFT|bulKFTNSHIpNot fy:3: Sy e E
EMER authgwino X569_free srv_cert done

FIA_AFL.
1

Unsuccessful login
attempts limit is met
or exceeded.

Origin of the attempt
(e.g., IP address).

Feb 09, 2024 14:13:37  Received E Sensor CLI actions Sensor "NS7600" : "Feb 9 14:13:37 2024: SSH Failure:
ser - acumensec Remote Host - 10.1.4.15 Remote Port
cation failure "
Feb 09, 2024 14:13: Sensor CLI actions Sensor "NS7600" : "Feb 9 14:13:37 2024: User
locked due to too many authenticati

Feb 09, 2024 14:1. Sensor CLI actions Sensor "NS7600" : "Feb 9 14:13:37 2024: SSHD
Password Based Login Failed: Authentication failure,
User - 'acumensec’, Remote Host - 10.1.4.15, Remote
92"
Feb 09, 2024 14:13:33  Received Sensor "NS7600" : "Feb 9 14:13:33 2024: SSH Failure:
User - acumensec Remote Host - 10.1.4.15 Remote Port
- 38792 Authentication failure "

Receive Sensor Sensor CLI actions Sensor "NS7600" : "Feb 9 14:13:33 2024: User

‘acumensec' is locked due to too many authentication

"Feb 9 14:13:33 )024 SHD
gin ml\ed Authentication failure,
c e Host - 10.1.4.15, Remote

FIA_PM
G_EXT.1

None

None
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Re- Auditable Events Additional Audit Re-  Audit Logs
quire- cord Contents
ment
FIA_UIA_ All use of the identi- Origin of the attempt Console:
EXT.1 fication and authenti- (e.g., IP address)
cation mechanism Oct 13, 2023 07:15:00 Received Sensor Sensor CLI actions
FIA_UAU All use of the identi- Origin of the attempt Console:
_EXT.2 fication and authenti- (e.g., IP address)
Cation mechanism Oct 13, 2023 07:15:00 Received Sensor Sensor CLI actions
FIA_UAU None None
7
FlA_XSO Unsuccessful at' Reason for- fa”ure Feb 29, 2024 07:23:49 Manager ;:‘VE):# Trust Certificate
9 EXT.1/ tempt to validate a
ITT certificate
FIA_X50 None None -
9 EXT.3
FMT_M Any attempt to ini- None FOEFICTIED
OF.1/ tiate a manual up- P
Manua- date
[Update
FMT_MT None None -
D.1/
CoreDa-
ta
FMT_SM All management ac- None Refer to the below table [Sensor Management Functions]
F.1 tivities of TSF data.
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Re- Auditable Events Additional Audit Re-  Audit Logs
quire- cord Contents
ment
FMT_SM None None -
R.2
FPT_AP None None -
W_EXT.1
FPT_ITT. + Initiation of the Identification of the Initiation of trusted channel:
1 trusted channel initiator and target of
. Termination of failed trust'ed chan-
the trusted nels establishment Termination of trusted channel:
channel attempt
. Feb 14, 2024 07:09:08 @ Success Sensor Sensor Deletion Successfully deleted sensor "NS7600".
* Failure of the
trusted channel Failure of trusted channel functions:
functions
FPT_SKP None None
_EXTA
FPT_ST DISCOﬂtInUOUS For dlSCOﬂtInUOUS Jan 01,2024 01:00:25  Received Sensor Sensor CLI actions
M_EXT.1 changes to time - changes to time: The
either Administrator old and new values
actuated or changed for the time. Origin
via an automated of the attempt to
process change time for suc-
cess and failure (e.g.,
IP address)
FPT_TST None None -
_EXTA
FPT_TU |nitiati0n Of Update; None Feb 19, 2024 07:55:48 Manager Manager File Upload 5()4?;5;;\;2,7\5?u.:»::.u]m to Manager
D_EXT,I result Of the update Feb 19, 2024 07:55:47 ces: Manager Manager File Upload ot 0.Jar( File type :
attempt (success or Feb 19, 2024 08:04:35 Sensor 2:;1;;";::;«“ ware "version:11.1.2
failure)
FTA_SSL The termination of None Received
_EXTA1 a local session by
the session locking
mechanism
FTA_SSL The termination of None :39:15  Received Sensor Sensor CLI actions
3 a remote session by Feb 12,2024 12:39:15  Recewed  Semsor  SensorClactions
the session locking
mechanism
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Re- Auditable Events Additional Audit Re-  Audit Logs
quire- cord Contents
ment
FTA_SSL The termination of None SSH:
4 an interactive ses-
Si on Received Sensor Sensor CLI actions
Console:
FTA_TAB None None -
N
FTP_TRP + Initiation of the Identification of the Initiation of the trusted channel:
A/ trusted channel claimed user identity
Admln * Termination Of Oct 13, 2023 13:06:26 Received Sensor Sensor CLI actions
the trusted
channel L
Termination of the trusted channel:
+ Failure of the
trusted channel Oct 19, 2023 11:35:45 Received Sensor Sensor CLI actions
fu nctions Oct 19, 2023 11:35:45  Received Sensor Sensor CLI actions
Failure of the trusted channel functions:
FMT_SM Modification of an |dentifier or name
F.1/IPS IPS policy element of the modified -

Faults  System Files  Background Tasks | User Activities | MDR Events

IPS policy element
(e.g. which signature,

Jul 07, 202: 6 1PS Policy icatio Modif
#5

baseline, or known-
. Jul 07, o o Modified 1PS
good/known-bad list , s
. 3 Julo7, e S Policy o i rndlﬂsdlr’bpoh,)
was modified) 0 s S P

5 Jul 07, 202 S Polic J pdate Update all pol

Jul 07, 2023 8 5 5 a Update all policies due t

57 Trellix Intrusion Prevention System 11.1 FIPS and CC Certification Guide



Append

ix: Audit Log Records

Re- Auditable Events Additional Audit Re-  Audit Logs
quire- cord Contents
ment
IPS_ABD Inspected traffic + Source and des- I IP: IP Fragment Reassembly Failed
_EXTA1 matches an anomaly- tination IP ad- =
based IPS policy dresses B ot | oeecionien
* The content of
Event
the header
fields that were e DEDILE
determined to (i Device.
match the poli- Result: Iitecace:
cy Relevance: et Ky
— Zone:
+ TOE interface Applicaicn: AN
that received ZZ:);TLH Assigned To:
the paCket Acknowledged: BUELE
+ Aspect of the
anoma|y_based Attacker / Target
IPS policy rule Attacker Target
that triggered IP Address (Port): @0 @0:
the event (e.g.
throughput,
time of day, fre-
quency, etc.)
+ Network-based
action by the
TOE (e.g. al-
lowed, blocked,
sent reset to
source IP, sent
blocking notifi-
cation to fire-
wall)
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EXT.1

matches a list

of known-good or
known-bad address-
es applied to an IPS

policy

tination IP ad-
dresses (and, if
applicable, indi-
cation of wheth-
er the source
and/or destina-
tion address
matched the
list)

TOE interface
that received
the packet.

Network-based
action by the
TOE (e.g. al-
lowed, blocked,
sent reset)

Re- Auditable Events Additional Audit Re-  Audit Logs
quire- cord Contents

ment

IPS_IPB_ Inspected traffic » Source and des-

F 2
NS7500 matched Outbound ACL ru

IPS_SBD
_EXT1

Inspected traffic
matches a signature-
based IPS rule with
logging enabled

Name or identi-
fier of the
matched signa-
ture.

Source and des-
tination IP ad-
dresses

The content of
the header
fields that were
determined to
match the sig-
nature

TOE interface
that received
the packet

Network-based
action by the
TOE (e.g. al-
lowed, blocked,
sent reset)

! UDS-IPV4: IPV4 Version

Summary Details
Event
Time:

Direction:
EST
Relevance:
Application:
Protocol:
Detection:

Acknowledged:

Attacker / Target

IP Address (Port):

Description

Domain:
Device:
Interface:
Matched Policy:
Zone:

VLAN:
Assigned To:

Alert ID:

Attacker Target

@0 101315 @ 0 i
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Table 9. Sensor Management Functions

Management Functions

Test cases

Ability to administer the TOE lo-
cally and remotely

SSH:

Oct 13, 2023 07:00:29

Console:

Oct 13, 2023 10:24:22

Received

Received

Sensor

Sensor CLI actions Sensor "NS3200" : "Oct 13 07:00:29 2023: SSHD

Password Based Login Success: , User - "admin’, Remote
Host - 10.1.4.16, Remote Port - 54744 ".

Sensor CLI actions Sensor "N53200" : "Oct 13 10:24:22 2023: Console
Password Based Login Succe: User - ‘admin’, Remote
Host - 0.0.0.0, Remote Port -

Ability to configure the access
banner

Apr 05, 2024 15:34:40

@ Success

Sensor

Sensor Banner Message Created or updated the customized Sensor Banner
Template Creation or message template of Admin Domain "My Company" for
Update messages "* * * authorized users only. Unauthorized

users will be prosecuted to the full extent of the law!l *
*

Ability to configure the session in-
activity time before session termi-
nation or locking

2024-04-08T09:19:17.000000+00: 00
2024-04-08T0O 7.000000+0!
2024-04-08T0O 3.000000+0!

gam|checkTrustDNSProxySetting: Proxy config not available
clilog|TYPED Cl set console timeout 20

clilog|EXEC CMD : set console timeout 20 r - admin
ivsnor|persist vty timeout configuration :
ivsnor|var_chassisGrp: tempId:1, temp:22.000000

Ability to update the TOE, and to
verify the updates using digital
signature capability prior to instal-
ling those updates

Negative update:

26, 2023 14:18:15

I Failed

Manager

the 2nd

Manager File Upload Failed to upload file
corrupted_sensorsw_3200_11122838.jar to Manager.

Please check logs for reason. File
380113.1142578125.
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Management Functions

Test cases

Ability to configure the authen-
tication failure parameters for
FIA_AFL.1

Oct 19, 2023 10:56:16

Oct 19, 2023 10:56:16

Received

Received

Sensor

Sensor

Sensor CLI actions

Sensor CLI actions

Sensor "NS3200
unlocked "

: "User 'acumensec' is successfully

Sensor "N§3200" : "EXEC CMD : unlockuser acumensec

Ability to configure audit behav-
iour (e.g. changes to storage lo-
cations for audit; changes to be-
haviour when local audit storage
space is full);

Apr 08, 2024 08:58:22

Apr 08, 2024 08:58:04

Received

Received

Sensor

Sensor

Sensor CLI actions

Sensor CLI actions

Sensor "N53200"
Enabled".

: "EXEC CMD : Manager Audit Logging

Sensor "NS3200"
Disabled".

"EXEC CMD : Manager Audit Logging

Ability to modify the behaviour of
the transmission of audit data to
an external IT entity

Apr 08, 2024 08:58:22

Apr 08, 2024 08:58:04

Received

Received

Sensor

Sensor

Sensor CLI actions

Sensor CLI actions

Sensor "NS3200" : "EXEC CMD :
Enabled".

Manager Audit Logging

Sensor "NS3200"
Disabled".

"EXEC CMD : Manager Audit Logging

Ability to configure the crypto-
graphic functionality

Apr 12, 2024 08:11:45

Manager

(used to generate a
nt) was gener

Ability to import X.509v3 certifi-
cates to the TOE's trust store

Nov 16, 2023 09:17:04

Sensor Trust Certificate
Import

Ability to set the time which is
used for timestamps

Jul 13, 2023 23:33:07

Received

Sensor

Sensor CLI actions

Sensor "NS3200" : " TIME UPDATE : LocalIP-10.1.3.65
LocalPort-37766, RemoteIP-10.1.3.64 RemotePort-8503
Old Time - Jul 13 15:33:04 2023, New Time - Jul 13
18:03:07 2023".

Ability to re-enable an Administra-
tor account

Oct 19, 2023 10:56:16

QOct 19, 2023 10:56:16

Received

Received

Sensor

Sensor

Sensor CLI actions

Sensor CLI actions

Sensor "NS3200" : "User 'acumensec' is successfully
unlocked ".

Sensor "N§3200" : "EXEC CMD : unlockuser acumensec

Ability to manage the trusted pub-
lic keys database

Apr 08, 2024 09:05:03

Received

Sensor

Sensor CLI actions

Sensor "NS3200" : "User 'acumensec' Public-Key
imported successfully from remote machine :
10.1.4.16".

Ability to configure the interaction
between TOE components

Logs

lts | SystemFiles  Background Tasks

Feb 06, 2024 11:38:01

Feb 06, 2024 11:38:06

Feb 06, 2024 11:3

Feb 06, 2024 12:26:36

Feb 06, 2024 12:26:10

Feb 06, 2024 12:26:05

Error

& Success

I Failed

1 Failed

& Success

Manager

Manager

Manager

Admin Do...

Manager

Manager

cknowledged

Communication

Secure Sensor
Communication

Secure Sensor
Communication

SNMP passphrase
generation success.

Trust Establishment

Secure Sensor
Communication

Last 1 hour

Clear All Filt

sor IP 10.1.3. S
ation channel w

S3200 is unable to establish a
HGRGERGE annot get
secret for sor "N . Please add it in

irst. Thanks!

Sensor NS3200 is unable to establish a secure
communi ion channel with the Manager. Cannot get
the Shared Secret of sensor NS3200: null
Command channel communication on port 8500 using
auth and priv passphrase is generated successfully for
sor 10. :

nsor IP N:

S ist with Manager
over the CA chal e e 0.1.3.65, O
O=Acumen, C

nsor IP 10.1.
communication

d a secure
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